Monitoring
For Business-Critical Continuity™

Liebert® IntelliSlot® Web Cards

Installation Manual — Liebert IntelliSlot Web Card, Liebert IntelliSlot Web Card-LB,
Liebert IntelliSlot Web Card-LBDS, Liebert IntelliSlot Web/485 Card-ADPT

‘0

&

EMERSON.

Network Power






TABLE OF CONTENTS

IMPORTANT SAFETY INSTRUCTIONS . . . o vt vttt e e eeeean s nnnannnnnnnssssnnnnnnns 1
1.0 INTRODUCTION . & 4ttt ittt et st st s s s mn e asasnsnsnsnssasasnsnsnnnnsnasnsnsnns 2
1.1 Compatibility With Liebert Equipment .. ........ ... ... ... ... ... ... ... ........... 2
1.2 WED SUP PO . . et e e e e 3
1.3 Password Protection. . ... ... e 3
1.4 SNMP SUPPOIt . . oo e 3
1.5 Liebert Nform' SUPPOIt . . . 3
1.6 Liebert MultiLink SUPPOTE . o e 3
1.7 Liebert SiteScan® Web With Modbus Support - IS-WEB485ADPT only . . .............. 3
2.0  INSTALLATION .. ittt ittt i e aaaaeans s nnnnnnsasssssssnnnnnsnnnsssnnns 4
2.1 Install a Liebert IntelliSlot Web Card—Non-Adapter Version . .. ..................... 4
2.2 Install a Liebert IntelliSlot Web/485 Card With Adapter . . ............ ... ... ... .... 5
3.0 CONFIGURATION OVERVIEW . . .ttt i it v sinneaenns s nnnnnnnnnnnnnnnssssss 6
3.1 Guide to Configuration. . . . ... e 6
3.2 Open the Terminal Emulation Interface - Serial Connection .. ....................... 7
3.3 Open the Terminal Emulation Interface - TCP/IP Connection . ....................... 8
3.4 Open the Telnet Interface . ... ... ... . . . i 9
3.5 Openthe Web Interface . .. ... . e 10
3.6 Saving Changes and Reinitializing the Web Card . .. ........... ... ... ... .. .. ...... 10
4.0 SYSTEMINFORMATION . ..o vttt ittt s s e s nnnanae s s nnnnnnnnnnnnnssssss 1"
5.0 NETWORK SETTINGS ..ttt ittt it tetnssnsaransnsnnsnsnnensnsnnsnsnnsnnnns 12
5.1 Boot/IP Settings . . ..o e 13
5.2 Domain Name Server (DNS) Settings. .. ... 14
5.3 Management Protocol. . . . ... ... 15
5.4 D SO VeT . . ottt e 19
5.5 Telnet Server .. ... e 24
5.6 Time (SNTP) Menu. . . ... e e 24
5.7 Change Username / Password. . . ........ .. . . . . 26
5.8 Reset Authentication to Factory Defaults. . . ........ ... .. . . .. . . . . . .. 27
6.0 IMESSAGING . . 4 vttt ittt et st et s snsnssasasasnsnsnssnsasnsnsnsnnsnasasnsns 28
6.1 E-Mail Configuration . ... ... ... ... e 29
6.2 SMS Configuration. . . ...t e e e e 30
6.3 Customize MeSSages. . . .. 32
7.0 FACTORY SETTINGS . .+ttt vttt s sn st s nnnnnnnnnssssssssnnnnnnnnnnnnnnssssss 34
7.1 Reset to Factory Defaults. . ... ... 34
7.2 Liebert DS - Local Node Settings for Multiple Cards. . ................ ... ... ...... 35
8.0 MONITOR AND CONTROL FUNCTIONS =WEB ONLY .. ..t it ittt v et snsnnsnsnnnnss 36
8.1 Monitoring Liebert Equipment . .. ... 36
8.2 Controlling Liebert Equipment . .. ... ... . . . . . . . . 37
8.3 Event Log .. ..o 38




9.0 SUPPORT INFORMATION . . . ot ittt ettt s et smese s sssssssnsssnsssnsesasnnsnnnnns 39

9.1 View Web Card Information . ... ... ...ttt e e e e 39
9.2 Events and Parameters . . . .. ..o 40
APPENDIX A = FIRMWARE UPDATES . . &+ vttt vt s et snneesnnsnssnnnassnnnessnnsnenssnnenss A1

Figure A1 Null connection . .. ..... .ttt e e e e e e e e A10

TABLES

Table 1 Liebert IntelliSlot card communication protocols. . . ... 2
Table 2 Communication SEettIngS. . . . ..ot e e 4
Table 3 Communication SEtEINES . . . . oottt et e e 5
Table 4 Configuration INterfaces . . . . . ... 6
Table 5 Guide to configuration details . . ... ... ... . 6
Table 6 Communication SEtEINES . . . . o\t ettt 7
Table 7 System information identifiers. . .. ........ ... e 11
Table 8 Network Settings menu guide . . ...t e e e 12
Table 9 Boot/IP Settings range . ... ...t e 13
Table 10 Domain Name Server Settings . . .. .. ..ot 14
Table 11 Management protocol ranges . . . ... ...ttt 15
Table 12 SNMP communications MENU . . .. ... vttt ettt ettt e ettt eee s 17
Table 13  Web server Settings. . . . ..ottt e 19
Table 14 Time Server parameters. . . . . ..ottt e et e et e e e e 25
Table 15 Factory default passwords ... ........ . e e e e 26
Table 16 Username and password guidelines . ............ .. .. ittt 26
Table 17  Factory default passwords . .. ........ . i e e 27
Table 18 Messaging menu GUIAE . . . . . ...ttt et ettt e e e e 28
Table 19 E-mail configuration guide. . .. ........ ... e 29
Table 20 SMS configuration guide .. ... ... i e e e 31
Table 21  E-mail and SMS message guidelines. . . ......... ... e 32
Table 22  Factory default MAC addresses. . . ... e e e 35
Table 23  Control operations parameters—functions vary by Liebertunit. ... ...................... 37
Table A1 Overview of the Upgrade ProCess . . .. ... .o e e e Al
Table A2 Estimated Time for downloads. . .. ... ... . i e e Al
Table A3  Communication Settings. . .. ..ottt e e e e A2
Table A4 Firmware update settings - TETP . . . ... . .. e e e A6
Table A5 Firmware update settings - Web . . .. ... i e A8

ii



IMPORTANT SAFETY INSTRUCTIONS

SAVE THESE INSTRUCTIONS
A WARNING

Only a qualified service professional should install these products. Liebert recommends
having an Emerson Network Power Liebert Services representative perform the installation
in large UPSs. Contact Liebert Services at 1-800-LIEBERT (1-800-543-2378).

A WARNING

Risk of electric shock. Can cause equipment damage, injury or death.

Service and maintenance work must be performed only by properly trained and qualified
personnel and in accordance with applicable regulations and manufacturers’ specifications.
Opening or removing the covers to any equipment may expose personnel to lethal voltages
within the unit even when it is apparently not operating and the input wiring is disconnected
from the electrical source.

Check the circuits with a voltmeter before beginning installation.




Introduction

1.0 INTRODUCTION

The Liebert® IntelliSlot® Web Card family delivers enhanced communications and control to Liebert
AC Power and Precision Cooling systems.

Liebert IntelliSlot Web cards bring SNMP, Telnet and Web-management capability to many models
of Liebert power and cooling equipment. The cards employ an Ethernet network to monitor and
manage a wide range of operating parameters, alarms and notifications.

1.1 Compatibility With Liebert Equipment
The Liebert IntelliSlot Web Card family, formerly the OpenComms line, includes:

* Liebert IntelliSlot Web Card
Compatible with these Liebert UPS models: Liebert PowerSure PSI™, Liebert GXT™,

Liebert GXT™ 6kVA & Liebert GXT™ 10kVA, Liebert GXT2U™ and Liebert Nfinity®

* Liebert IntelliSlot Web Card-LB
Compatible with the Liebert NX™ and Liebert Hinet™ UPS models

* Liebert IntelliSlot Web Card-LBDS

Liebert IntelliSlot Web card
IS-WEBCARD, IS-WEBLB and IS-WEBLBDS

IS-WEB485ADPT

Compatible with the Liebert DS™ Precision Cooling unit and the Liebert XDF™
* Liebert IntelliSlot Web/485 Card-ADPT
Compatible with Liebert AC Power and Precision Cooling systems not equipped with a Liebert

IntelliSlot port

Table 1 Liebert IntelliSlot card communication protocols

Liebert IntelliSlot Web/485 Card With Adapter

Communication Protocol

Liebert IntelliSlot Card Part Number SNMP | HTTP | HTTPS | Modbus | E-mail | SMS | Telnet
Liebert IntelliSlot Web Card IS-WEBCARD v v v — v v v
Liebert IntelliSlot Web Card-LB IS-WEBLB v v v — v v v
Liebert IntelliSlot Web Card-LBDS | IS-WEBLBDS v v — — — — v
Liebert IntelliSlot Web/485 Card IS-WEB485ADPT v v . v . . v

With Adapter

Liebert IntelliSlot Web cards support both 10Mbit and 100Mbit communication speeds and either

half or full duplex.

( z NOTE
See online demonstrations of Web cards installed in Liebert equipment at:
http://demos.liebert.com



http://demos.liebert.com
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1.2

1.3

1.4

1.5

1.6

1.7

Web Support

The Liebert IntelliSlot Web card delivers Web management and control to Liebert equipment. All
authorized users on your network will be able to view status information.

Password Protection

Control and configuration capabilities are protected by a username and password combination.
Optionally, status information can be password-protected. The default username is “Liebert” and the
default password is also “Liebert.”

You can change the password using the terminal emulation, Telnet or Web interface. See 5.7 -
Change Username / Password for details.

( : NOTE
Change the username and password today to prevent unauthorized access.

SNMP Support

The Liebert IntelliSlot Web card enables SNMP management of Liebert equipment. To integrate the
card into your SNMP implementation, compile the Liebert Global Products MIB on your network
management station (NMS).

The Liebert Global Products MIB is included in this package on CD-ROM and supports both Windows
and Unix file formats.

Liebert Nform™ Support

Utilizing the SNMP and Web technologies built into each of the Liebert IntelliSlot Web cards, Liebert
Nform will centrally manage alarm notifications to provide you with an easy interface to access criti-
cal system information.

A downloadable edition is available online at:

nform.liebert.com

Liebert MultiLink " Support

The Liebert IntelliSlot Web card integrates with Liebert’s MultiLink software to provide unattended,
graceful operating system shutdown of PCs, servers and workstations. The card can be monitored by
MultiLink over the network, eliminating the need for serial cables.

For more information on MultiLink and a downloadable version of MultiLink software, visit the
MultiLink page at:

multilink.liebert.com

Liebert SiteScan® Web With Modbus Support - IS-WEB485ADPT only

The Liebert IntelliSlot Web/485 Card With Adapter integrates with Liebert’s SiteScan Web software
using Modbus to monitor trends for analysis and maintenance to ensure high-availability operation of
critical facilities.

For more information on SiteScan Web and Modbus integration, visit the SiteScan Web page at:

sitescan.liebert.com
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Installation

2.0 INSTALLATION

A WARNING

Only a qualified service professional should install these products. Liebert recommends
having a Liebert Services representative perform the installation in large UPSs. Contact
Liebert Services at 1-800-LIEBERT (1-800-543-2378).

2.1 Install a Liebert IntelliSlot Web Card—Non-Adapter Version

Follow these steps to install a Liebert IntelliSlot Web card (non-adapter version—P/N IS-WEBCARD,
IS-WEBLB and IS-WEBLBDS).

1.

2.
3.

2.1.1 Connect the Cable

1.

2.

2.1.2 Prepare the Card for Configuration

NOTE
When installing the card in a Liebert NX™,

Locate the Liebert IntelliSlot option bay on your Liebert equipment—You might need to remove a
plastic cover.

Insert the Liebert IntelliSlot Web Card into the Liebert IntelliSlot bay.
Secure the card with the supplied screws.

Connect an Ethernet cable.

DHCP: The card ships with DHCP service enabled. The MAC address is on a

sticker on the top of the card. -
- 1

Static IP: To assign a static IP address or hostname, use terminal emulation

software to configure the card, as described in Sections 2.1.1 and 2.1.2. U

Locate the blue serial configuration cable (null modem) that shipped with the
card.

Connect the configuration cable to the DB-9 port on the card and to a COM port
on your PC.

Q Emerson Network Power - HyperTerminal g@“
Use terminal emulation software, such as Dk EX wen Col Fander tb

Microsoft® HyperTerminal, to open a s 0B #
connection to the card with the settings in

Emerson Metwork Power IntelliSlot Web Card

Table 2. GXT1000MT-120
Table 2 Communication settings Hain Henu
R 1: System Information
Baud Rate: 9600 2: IP Network Settings
2: Eessaging .
ite- : Factory Settings
Data Bits: 8 5: Firmware Updates
Parity: None a: Quit and abort changes
- %: Exit and save
Stop Bits: | 1
Please select a key ™
Flow Control: | None

Connected 0n00:46 ANSI 9600 5H-1 HUM

Press the Enter key for the Main Menu, above )
I‘lght @ Emerson Network Power - HyperTerminal =[]

Fle Edit Yew Cal Transfer Help

Select IP Network Settings, then Boot/IP D& 55 08
Settings and follow the instructions to enter ]
an IP ADDRESS, NETMASK and GATEWAY Emerson Network Power IntelliSlot Web Card

. GKT1000MT-120
Press Esc to return to the Main Menu.

Choose Exit and Save to save your changes
and reboot the card.

IP Network Settings Menu

. Boot/IP Settings

Management Protocol

Wleb Server

Telnet Server

Change Administrator Username/Password
Change General Username/Password

: Reset Authentication to Factory Defaults

NI e O N

. . . <ESC>: C 1 level
configure the communication port of NX to ancel menu feve

Pl lect a key 7>
2400 baud. See the NX user manual for sae et i
details Cornected Di0L46 AMSI 9600 5-H-1 UM
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2.2 Install a Liebert IntelliSlot Web/485 Card With Adapter

A WARNING

Risk of electric shock. Can cause equipment damage, injury or death.

Service and maintenance work must be performed only by properly trained and qualified
personnel and in accordance with applicable regulations and manufacturers’ specifications.

Opening or removing the covers to any equipment may expose personnel to lethal voltages
within the unit even when it is apparently not operating and the input wiring is disconnected
from the electrical source.

Check the circuits with a voltmeter before beginning installation.

Follow these steps to install a Liebert IntelliSlot Web/485 Card With Adapter (P/N IS-WEB485ADPT).

* Locate the adapter mounting location in your Liebert equipment.
+ Secure the Liebert IntelliSlot Web/485 Card With Adapter with the supplied screws.

* Connect the equipment's communication cable to the TB1 terminal block or P1 on the card (see
the user manual for the Liebert power or cooling unit for details).

* Connect a Modbus (RS-485) cable to the TB2 terminal block.

+ Connect an input power supply cable to Pins 1 & 2 on the TB3 terminal block; Pin 1 is at the far
left, and Pin 2 is the middle pin.

TB3 (P1: +) (P2: -) =
(P3: NC) P1 is on left ’
end of terminal block.

Network Port for NMS
and Web Access

TB2 (P1: +) (P2: -); [ 1 9=wr & DB.9 Port
P1 is at the right side —__ | e e, °

of the terminal block.

|
TB1 (P1: +; P2: -); P1 ) d - ) ‘ |
is at the right side of —— o0 P D e l—MAC Address
the terminal block. ‘ :

2.2.1 Connect the Cable

1. Locate the blue serial configuration cable (null modem) that shipped with the card.
2. Connect the configuration cable to the DB-9 port on the card and to a COM port on your PC.

2.2.2 Prepare the Card for Configuration Table 3 Communication settings

1. Use terminal emulation software, such as

HyperTerminal, to open a direct connection to the card Baud Rate: | 9600
with the settings in Table 3. Data Bits: | 8
2. Press the Enter key for the Main Menu. Parity: | None
3. Select 485 Network Settings to access the Stop Bits: | 1
communications settings. Flow Control: | None
4. Select Enabled Application.
5. Select Modbus Server to enable the Modbus application.
6. At the next screen, select Server ID (the default Server ID is 1, but may be any number up to 255).
7. Press Esc to return to the Main Menu.
8. Select IP Network Settings, then Boot/IP Settings and follow the instructions to enter an IP

ADDRESS, NETMASK and GATEWAY.
9. Press Esc to return to the Main Menu.
10. Choose Exit and Save to save your changes and reboot the card.

NOTE

When installing the card in a Liebert NX", configure the communication port of NX to 2400
baud. See the NX user manual for details.
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3.0 CONFIGURATION OVERVIEW

3.1

You may use any of the following interfaces to configure the Web card:

Table 4 Configuration interfaces

Available Connection
Interface Icon Description Functions Methods
Terminal Emulation @ Use terminal emulation software Confiquration Serial Cable
(Serial or TCP/IP) —for example, HyperTerminal. 9 or TCP/IP

Use a command prompt—enter ' .
Telnet m “telnet” and the IP address or hostname. Configuration TCP/P

Use a Web browser—for example, Configuration,
Web @ Microsoft® Windows® Internet Explorer®. Monitoring, Control TCP/IP

Each configuration section provides instructions using the Terminal Emulation (Serial or TCP/IP
Connection) / Telnet Interface, along with a brief description of how to access the same function
through the Web Interface.

( 2 NOTE
The Terminal Emulation and Telnet interfaces present the same menus and choices.

Guide to Configuration

Refer to the following guide for details on configuration functions. Sections 3.4 to 3.5 describe how to
get started with each interface.

Table 5 Guide to configuration details

Topic Section Page:
3.2 - Open the Terminal Emulation Interface - Serial Connection 7
Connecting 3.3 - Open the Terminal Emulation Interface - TCP/IP Connection 8
to an interface 3.4 - Open the Telnet Interface 9
3.5 - Open the Web Interface 10
Saving configuration changes | 3.6 - Saving Changes and Reinitializing the Web Card 10
4.0 - System Information 11
Performing 5.0 - Network Settings 12
configuration 6.0 - Messaging 28
functions 7.0 - Factory Settings 34
Appendix A - - Firmware Updates A1
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3.2

@ Open the Terminal Emulation Interface - Serial Connection

To access configuration using terminal emulation software with
a serial connection to the Web card:

1.

Open a terminal emulation application, such as
HyperTerminal.

To do this:

+ Click the Start button, then Programs, Accessories,
Communications and finally HyperTerminal.

In the Connection Description window, enter a name for the
connection—for example, GXT2U—then click OK.

In the Connect To window:
* Choose COMS3 from the Connect Using drop-down list.
+ Click OK.

In the COMS3 Properties window, enter the communication
settings shown in Table 6.

Table 6 Communication settings
Baud Rate: | 9600

Data Bits: | 8
Parity: | None
Stop Bits: | 1

Flow Control: | None

Name

COM3 —

Connection — o |

settings

When the message at right appears in the HyperTerminal window,

press the Enter key.

In the Main Menu, enter the number that corresponds to your choice.
Refer to 3.1 - Guide to Configuration for details on each function.

After making changes, return to the Main Menu and choose Exit and
Save to reboot the Web card and put your changes into effect (see

3.6 - Saving Changes and Reinitializing the Web Card).

[Connection Description I 5|

W o

[Connect To_________ 21

% GXT2U

Enter detais for the phone number that you want to disl

[CoM3 Properties 2ix

Port Settings |

Bts persecond: [3600 -]

Stop bits: [1 <
How cortrol: |[TS SN

Restore Defautts
e | b

RTCS v2.96.00 Telnet server

Service Port Manager Active
<Esc> Ends Session

Main Menu

1: System Information
2: IP Network Settings
3: Messaging

4: Factory Settings

5: Firmware Updates

g: Quit and abort changes
x: Exit and save

Please select a key ?>
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3.3

@ Open the Terminal Emulation Interface - TCP/IP Connection

To access configuration using terminal emulation software with

an Ethernet connection to the Web card: LT d -
1. Open a terminal emulation application, such as o i e
HyperTerminal. Name e
To do this:
+ Click the Start button, then Programs, Accessories,
Communications and finally HyperTerminal.
2. In the Connection Description window, enter a name for the
connection—for example, GXT2U—then click OK.
3. In the Connect To window: S e S
* Choose TCP/IP (Winsock) from the Connect Using - —
drop-down list. TCP/IP et [T 3]
+ Enter the IP address or hostname of the Web card—for (Winsock) —

example, 192.168.0.125—in the Host Address box, then
click OK.

4. When the message at right appears in the HyperTerminal window,
press the Enter key.

5. Enter the Administrator username and password (both are case-
sensitive):
a. Login (username—default is Liebert)
b. Password (default is Liebert)

R

6. In the Main Menu, enter the number that corresponds to your choice.
Refer to 3.1 - Guide to Configuration for details on each function.

7. After making changes, return to the Main Menu and choose Exit and
Save to reboot the Web card and put your changes into effect (see
3.6 - Saving Changes and Reinitializing the Web Card).

NOTE

Password).

RTCS v2.96.00 Telnet server

Service Port Manager Active
<Esc> Ends Session

Login: Liebert
Password: Tk ddedehhd

For security, change the default username and password (see 5.7 - Change Username /

Main Menu

1: System Information
2: IP Network Settings
3: Messaging

4: Factory Settings

5: Firmware Updates

q: Quit and abort changes
x: Exit and save

Please select a key ?>
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3.4 [ Open the Telnet Interface

To access configuration using Telnet:

1.

Open a Telnet connection on a computer with an Ethernet connection to the Liebert unit.

To do this:

* Open a command prompt window—click the Start button, then
Run.

* Enter emd and click OK.
* In the command prompt window that opens, enter telnet

run Jid

Type the name of a program, folder, document, or
Internet resource, and Windows will apen it for you,

open: [EEI ]

ok | cancel | Emwsa...l

followed by a space and the IP address or hostname of the Web card—for example:

telnet 192.168.0.125

When the message at right appears in the command prompt window,
press the Enter key.

Enter the Administrator username and password (both are case-
sensitive):

a. Login (username—default is Liebert)
b. Password (default is Liebert)

Q NOTE

For security, change the default username and password (see 5.7 - Change Username /

4.

5.

Password).

In the Main Menu, enter the number that corresponds to your choice.
Refer to 3.1 - Guide to Configuration for details on each function.

After making changes, return to the Main Menu and choose Exit and
Save to reboot the Web card and put your changes into effect (see
3.6 - Saving Changes and Reinitializing the Web Card).

|C:>te1net 192.168.0.125 |

RTCS v2.96.00 Telnet server

Service Port Manager Active
<Esc> Ends Session

Login: Liebert
Password: ¥k

Main Menu

1: System Information
2: IP Network Settings
3: Messaging

4: Factory Settings

5: Firmware Updates

g: Quit and abort changes
x: Exit and save

Please select a key ?>
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3.5

3.6

o1 | @ Terminal Emulation (Serial or TCP/IP Connection) / Telnet

+ After each change is made, a reminder appears (shown at right). | co To MAIN MENU AND DO 'EXIT AND
* Return to the Main Menu, then choose Exit and Save. A mes-
sage appears and remains until the card is reinitialized, followed | Exiting and saving...
by a message that the process was successful.

V7

& Open the Web Interface

To access configuration using the Web interface:

1. Open a Web browser such as Internet Explorer, then enter
the IP address or hostname of the Web card in the address

bar—e.g., http://192.168.0.125.

2. Click on the Configure tab, shown at right. Configuration
Categories appear in the left panel, organized with folder Bl 5 Foor 4

icons.

3. Click on any configuration category, and the Connect To

box opens.

4. Enter the Administrator username and password (both

case-sensitive):
a. User Name (default is Liebert)
b. Password (default is Liebert)

NOTE

For security, change the default username and
password (see 5.7 - Change Username / Password).

o

Click OK.

6. Refer to 3.1 - Guide to Configuration for details on each

function.

7. After making changes, click the Save button, then click on Categories
Reinitialize to reboot the Web card and put your changes
into effect (see 3.6 - Saving Changes and

Reinitializing the Web Card).

Configure tab

@\’: ~ [&] htwp:/y192.166.0.125/

% S0 @ Emerson Network Power Intelisbt Web card |||

&
EMERSON v
Netw er monitor | contral | Gonfigure | support

Configuration Categories:

Agent Information:

Dol L CAUTION: Switching pages during configuration edits

modifications. You must reinitialize the network inter!

Category Description

[Agent Info |dentification parameters: name, locatior
Factory Defautts [Reset the to factory default

Firmware Update the communication card firmware
Update
Updating the firmware will allow the com
well as periodic maintenance releases.

IP Settings Identify the network address. netmask, ¢

Proper configuration allows this device tc
e

I et to 197 160.0.125 - SEIE
Pl (24

Mo
Re

The server 182, 168.0. 125 at Administrator Password
Required requires 3 Usemame and passwerd,

Warring: This

e

E User name:

(- Passwort d:

w ™ Remember my password
Configuration Connect To

Reinitialize

(to save any changes)

Saving Changes and Reinitializing the Web Card

Follow the applicable steps for your interface to save configuration changes and reinitialize the Web
card. Changes will not take effect until these steps are completed.

Web Interface

+ After making each change, click the Save button. A reminder
appears each time you make a change (shown at right).

+ Without leaving the Configure tab window (below left), click
Reinitialize in the left panel, then click the Reinitialize button
at right to reboot the Web card and put your changes into effect.

monitor | control | configure | suppart:

[Parameter [Description
[Reinitialize [Clicking this button will reboot the card and

First click

Reinitialize

Reinitialize

at left
Then click
Reinitialize
button

Itps://192.168.0. 125/configjconfigRenitalize. htm

New Settings will take effect
when saved

SAVE' TO SAVE YOUR CHANGES!

configuration saved successfully

Windows Internet Explorer x|
Notice!
4
.

Reinttialzation of the system is required for new settings to
take effect. Once 3l configuration changes have been made,
please reinitizlize the system by selecting "Reinitialize”

on the navigation menu.

Progress message window

&
EMERSON

[ Liebert.

The web card is attempting to reinitialize.
If this message appears for more than 2 minutes, you may need to
restart your browser connection or contact your network
administrator for assistance.

If further assistance is necessary, visit Liebert.com.

Last updated: Tuesday - July 24, 2007 02:37:05pm

[T [ [ @ mtermet H100% +

* A message window appears, shown above right, and remains until the card is reinitialized.
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4.0 SYSTEM INFORMATION

System Information is optional and identifies the Liebert unit, its
location, a contact person and other information about the unit. The

default value of each field is “Uninitialized.”

NOTE

This information also configures the SNMP parameters
sysName, sysContact, sysDescr, and sysLocation available

using RFC-1213 MIB II.

= @ Terminal Emulation (Serial or TCP/IP Connection) / Telnet

To edit any field in this category:

1. From the Main Menu, choose System Information.
2. Enter the number that corresponds to your choice, then enter the identifying information, using

the following as a guide.

Table 7 System information identifiers

System Information Menu

1: Name Uninitialized
2: Contact Uninitialized
3: Location Uninitialized
4: Description Uninitialized

<ESC>: Cancel menu Tevel

Please select a key 7>

for quick reference

Item Description Maximum Length
Name A name for the Liebert unit 255 characters™
A contact person or department responsible .
Contact for maintenance and operation of the Liebert unit 64 characters
Location The location of the Liebert unit 64 characters*
Description Other useful information about the unit 64 characters*

* Valid characters include spaces and other printable characters except double quotes (").

@ Web Interface

To access System Information through the Web interface:

* Click on the Configure tab, then Agent Info in the left panel and finally Edit in the right panel.
After making changes, click Save.

Name to refer to the agent/device. Your system administrator may use a s

Note: The maximum length of the entry is 285 characters including spaces

Person responsible for maintenance and operation of the agent/device, whi
facility administrator or the vendor from whom you purchased the device.

Note: The maximum length of the entry is 64 characters including spaces

Configure tab 1
&
EMERSON
Netwo! e monitor
Agent Information: G (i
Data Room UPS =
convention.
Contact:
Agent
Info

Location

Description of the location of the agent/device.

Note: The maximum length of the entry is 64 characters including spaces

Description:

Other information useful for record keeping of quick reference

Note: The maximum length of the entry is 64 characters including spaces
maybe longer depending on the device

Note: The values described above can be composed of printable character:
double quote.

Edit

Name:

Contact:
Location:

Description:

: [Suppo

[Data Room UPS
[Network Sves x1
[Bid

(Copyright Liebert Corporation 2000-2007

[ [ [T [ [@mntemet
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Network Settings

5.0

NETWORK SETTINGS

The IP Network Settings Menu is used to enable network

communications with the Web card.

Refer to the following sections for detailed step-by-step

instructions on each item from this menu:

Table 8 Network Settings menu guide

IP Network Settings Menu

: Boot/IP Settings

: Domain Name Server (DNS) Settings

: Management Protocol

: wWeb Server

: Telnet Server

: Time (SNTP)

. Change Administrator Username/Password

: Change General Username/Password

: Reset Authentication to Factory
Defaults

WoONOUVTAWN R

<ESC>: Cancel menu Tlevel
Please select a key ?>

Menu item Refer to:
5.1 - Boot/IP Settings page 13
5.2 - Domain Name Server (DNS) Settings page 14
5.3 - Management Protocol page 15
5.4 - Web Server page 19
5.5 - Telnet Server page 24
5.6 - Time (SNTP) Menu page 24
5.7 - Change Username / Password page 26
5.8 - Reset Authentication to Factory Defaults page 27

12
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5.1 Boot/IP Settings

The Boot/IP Settings Menu is used to set parameters for network
access to the Web card. Consult your network administrator for these

settings.

o1 | @ Terminal Emulation (Serial or TCP/IP Connection) / Telnet

To change any parameter:
1. Choose IP Network Settings from the Main Menu, then Boot/IP Settings.
2. Select an option to change—for example, Speed/Duplex, then enter settings according to the

following guide.

Boot/IP Settings Menu

1: speed/Duplex Auto

2: Boot mode Static

3: IP Address 192.168.0.125
4: Netmask 255.255.255.0
5: Default Gateway 192.168.0.1

6: DNS Server 0.0.0.0

<ESC>: Cancel menu level
Please select a key ?>

Table 9 Boot/IP settings range
Parameter Description & Valid Settings™*
Speed and duplex configuration of the Ethernet port.
» Auto (default—use this setting if unknown)
Speed/ Duplex - 10Mbs/Half Duplex  » 100Mbs/Half Duplex
* 10Mbs/Full Duplex * 100Mbs/Full Duplex
Startup mode enabling the Web card to be a network-ready device.
Boot Mode « Static - Fixed network addresses and other parameters
* DHCP - Central management using dynamic network addresses
* BootP - Older mechanism for central management of network addresses
IP address Network address for the Liebert unit. .
Four numbers (0-255) separated by periods (.)—for example, 10.0.0.5
Netmask Network mask that divides your network into manageable segments.
Four numbers (0-255) separated by periods (.)—e.g., 255.255.255.0
IP address of the gateway for network traffic to other networks or subnets.
Default Gateway Four numbers (0-255) separated by periods (.)—e.g., 10.0.0.1
Device on a network that assigns IP addresses that are not static.
DHCP/BootP Server Four numbers (0-255) separated by periods (.)—for example, 192.168.0.5
IP address of the Domain Name Server for the network.
DNS Server Four numbers (0-255) separated by periods (.)—e.g., 10.0.0.1

* Consult your network administrator for proper settings.

@ Web Interface

To access Boot/IP Settings through the Web interface:

* Click on the Configure tab, then Network Settings in the left panel and finally Edit beneath
the table of parameters and descriptions. After making changes, click Save.

(& Emerson Network Power IntelliSlot Web Card - Mozilla Firefox

Fle Edt Vew Hgtory Bookmarks Tooks Help

& - - @ 3
@ (<) @ [O
Configure tab = +
EMERSON
Network Pow monitor control configure | event log | support
Agent Information: Network Settings:
Parameter Description
Speed/Duplex:  |Speed and duplex configuration of the ethernet port.
Note: Typically, the value should be set to Auto, che
Boot Mode: Mode the card boots into in order to be a network re
< Static: Directly specifies the network parame:
< DHCP: Allows central management of networ
< BootP: Older mechanism for central manager
configuration
c“fg?M“'Pﬂljr“" Categories: IP Address™ Network address for the interface.
& - Ag»;:nteluntfmmation Subnet Mask™ ||Network mask for the interface which divides your ne
@ Factory Defaults Default IP address of the gateway for network traffic destine:
@ Firmware Update Gateway™
2 The value should be obtained from your network adm
Network k Settings ‘Acceptable values consists of 4 numbers, ranging fr
H character. As an example "10.0.0.1".
Settings - E

Edit

(SNTP)
ment Protocol

(Edit)
~—
Speed/Duplex:

Boot Mode:

Customize Message

Static
IP Address:
Subnet Mask:

BootP DHCP

Default Gateway:

13
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5.2 Domain Name Server (DNS) Settings

The Domain Name Server settings menu configures the servers the Web card will use for hostname
resolution. When configured, host addresses for SNMP, Network Time and Email/SMS can be speci-
fied in either full Domain Name format or in host-only format, provided that the appropriate Domain

Name Suffix is used.

The DNS menu is used to set parameters for network access to the Web card. Consult your network
administrator for these settings.

B £ Terminal Emulation (Serial or TCP/IP Connection) / Telnet
To change any parameter:

1. Choose IP Network Settings from the Main Menu, then Domain Name Server (DNS)

Settings.

2. Select an option to change—for example, DNS Mode, then enter settings according to the

following guide.

Table 10 Domain Name Server settings

Parameter Description & Valid Settings*
Obtain DNS server addresses automatically or use specified addresses.
DNS Mode Note: Automatic assignment option is available only if a DHCP server is used to assign
IP information to the Web Card.
Primary DNS Primary IP address of the name server for network.

Four numbers (0-255) separated by periods (.)—e.g., 192.168.0.1

Secondary DNS

Secondary IP address of the name server for network.*
Four numbers (0-255) separated by periods (.)—e.g., 192.168.0.1

DNS Resolve Interval

Interval to resolve DNS addresses from a network name to an IP address.

Domain Name Suffix

This suffix is used for assembling a fully qualified domain name when a host-only name
is specified.

DNS Test

Checks whether the Web card will resolve a hostname to an IP address. Provide a host-
only name, a fully qualified domain name or an IP address, click on Query for the card to
attempt a lookup with the provided information.

* Consult your network administrator for proper settings.

14
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@ Web Interface
To access the DNS menu through the Web interface:

* Click on the Configure tab, then Network Settings in the left panel and finally Edit beneath
the table of parameters and descriptions. After making changes, click Save.

Configure { =
tab T S
EMERSON [©Liebert
Network Power monitor control configure | event log | support
Agent Information: Network Settings >> Domain Name Server (DNS):
SHMP_Test
SNMP_Test3 Parameter Description
SHNMP_Test4
192.168.0.26 SLEi
Cbtain DNS senver Use DHCP/BootP provided DNS server addresses.
Device Status: addresses automnatically:
L(‘;sepmgcus 5 Note: This option is only available when the network Boot Mode is either DHCP or
No Alarms Present BootP.
Use the following DNS Manually enter DMNS addresses.
sernver addresses
Primary Domain Name Primary IP address of the name server for network, which should be obtained from
Server (DNS)™ your network administrator.
Configuration Categories: Secondary Domain Name ||Secondary IP address of the name server for network. which should be obtained
Z Server (DNS)* from your network administrator.
Agent Information -
i Factory Defaults DNS Resolve Interval: Interval to reresolve DNS addresses from a network name to an IP Address.
DNS Naming
Domain Name Suffix: Domain suffix. If specified only the hostname(s) need to be entered rather than the
Network 5 f:Hy qutaI::ed dlumam narnte (FijDN} fir network narf:es |;1 tcllhzesrscunﬁgurattlcldn ﬁ.::ds.
. cceptable values consists of 4 numbers, ranging from 0 to 255, separated with a H
Settlngs "" character. As an example "10.0.0.1". // odbdtaln
. . adaress
Click Edit automaticall
to change DNS Server: y
settings O Obtain DNS server addresses automatically
& Use the following DNS server addresses I SpeCIfy
Primary Domain Name Server (DNS): 6524710 7— Spectty
Secondary Domain Name Server (DNS): 65.24.7.71
Resolve Interval: iZ‘thuuri"I < 0pt|0ns for
1 hour how Iong
DNS Naming: i card retains
Domain Mame Suffisc: 12 hour resolved
24 hour
s addresses
5.3 Management Protocol Management Protocol Menu

1: SNMP Agent enabled

The Managemept Protocol Menu allows you to enable or disable 3 oNMP o i cations
SNMP and configure management protocols. Consult your network ] ] Tevel
administrator for these settings. Sfacy: cance | menu lsve

Please select a key 7>

B8 £ Terminal Emulation (Serial or TCP/IP Connection) / Telnet
To change any parameter:

1. Choose IP Network Settings from the Main Menu, then Management Protocol.
2. Select an option to change, then use the following guide to make changes.

Table 11  Management protocol ranges
Parameter Description & Telnet Menus
SNMP Agent Enable or disable SNMP for remote management. | Enable SNWP Agent? [y/n] 7>
Set up access privileges, configure the SNMP Communications Menu
Web card to send traps, described in the o P ————
: H : : Authentication Traps 'no’
next section, SNMP Communications 2: RFC-1628 (UPS) MIB rapabled’
Menu. 3: - Traps 'enabled’
. _ . . 4: Liebert Global Products MIB ‘'enabled'
SNMP For details on viewing support information, |s5: - condition Traps 'enabled’
I - 6: - System Notify Tra 'enabled’
Communications | S 9.2 - Events and Parameters. 71 Heartbeat Trap Interval’’
8: Display/Modify Communities
9: Display/Modify Trap Communities
A: Support Information
<ESC>: Cancel menu Tevel
Please select a key 7> 1
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@ Web Interface

To access Management Protocol settings through the Web interface:

* Click on the Configure tab, then Management Protocol in the left panel and finally Edit in
the right panel. After making changes, click Save.

Configure
tab

Management
Protocol

Click on Edit —

to enable any
options

=
EMERSO

Agent Information:
SNMP_
SNMP_Te:
SNMP_

192.1

Device Status:
Load Protects
No Alarms P

Configuration Categori
1§ SNMP_Test
B Agent Information
Factory Defaults
Firmware Update
Web
= TFTP
twork Settings

Messaging
Email
SMS
Custom

Reinitialize

monitor control

|
v [ Liebert’

configure | event log | support

Management Protocol == SNMP:

(Category

Description

Access

Configure SNMP access parameters.

Traps

Configure SNMP trap targets.

Parameter

Description

Authentication Trap

If enabled, a SNMP Authentication Trap will be sent to all trap targets_

Note: Typically this feature is enabled as a security measure to alert a management
station that unintended/unauthorized requests are being received.

Heartbeat Trap Interval

A periodic "Heartbeat” trap will be sent at the selected interval to the trap targets that
have been configured to receive heart beat traps. To select targets to receive heartbeat
traps click click here.

Note: Receipt of a heartbeat trap indicates the source device is operating properly and
has the expected connectivity.

RFC-1628 MIB

Enable or disable support for the retrieval of data from the RFC-1628 MIB objects.
RFC-1628 is an IETF proposed standard for UPS information.

Note: For proper operation of Multi-Linkand Nformthis feature must be enabled.

RFC-1628 MIB Traps

Enable or disable support for the sending of RFC-1628 MIB traps. RFC-1628 is an IETF
proposed standard for UPS information.

Note: For proper operation of Multi-Linkand Nformthis feature must be enabled.

Liebert Global Products
(LGP) MIB

Enable or disable support for retrieval of data using the Liebert Global Products (LGP)
IMIB objects.

Liebert Global Products
(LGP) MIB Traps

Enable or disable support for the Liebert Global Products (LGP) MIB Traps.

MNote that if a heart beat trap is enabled for a trap target and this (LGP) feature is
disabled the heart beat trap will still be sent.

Liebert Global Products
(LGP} System Notify
Trap

Enable or disable support for the LGP System Notification Trap. This is a single trap
that is sent each time a condition (alarm/warning) is added or removed from the

iconditions table. A varbind in this trap will contain a text description of the condition.

Authentication Traps: enabled
Heartbeat Trap Interval: 4
RFC-1628 MIB: enabled
Traps: enabled
Liebert Global Products (LGP) MIB: enabled
Traps: enabled
System Motify Trap: enabled

List sets
frequency of
Heartbeat
Traps
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SNMP Communications Menu

Use the SNMP Communications Menu to enable authentication traps and view or change communi-
ties and trap communities, events and parameters. For details on viewing support information, see

9.2 - Events and Parameters.
Table 12 SNMP communications menu

Parameter Description & Telnet Menus

Authentication Traps a request with an invalid community string.

Enables authentication traps to receive security alerts when the Web card detects

of the Liebert Global Products MIB.

Enables the RFC-1628 (UPS specific information) MIB on the Web card for
RFC-1628 (UPS) MIB querying of information in that MIB. This can be enabled or disabled independently

Traps

This option enables the RFC-1628 traps to be sent when an alarm event occurs on
the device. The parent option must be enabled for this to also be enabled.

the RFC-1628 MIB.

Enables the Liebert Global Products MIB (Enterprise Specific) for querying of
Liebert Global Products MIB | information in that MIB. This option can be enabled or disabled independently of

Condition Traps be enabled for this to also be enabled.

Enables event condition traps to be sent per the LGP MIB. The parent option must

System Notify Trap Enabled enabled for this to be enabled.

Enables system traps to be sent per the LGP MIB. The parent option must be also

Heartbeat Trap Interval S
and functioning normally.

Specifies how often a heartbeat trap will be sent to show that the device is online

Display/Modify Communities

View devices that have permission to access the Web card, identified by IP address or hostname, read/
write permission and community string. Up to 20 devices may be configured for access.

Communities - Example

1: 10.0.

[ele)

g write publicl

2: 10.0.0. write publicl
T | | |
Entry IP Access  Community
# address  (read/write) string

Codes for <a>dd <d>elete <e>dit
editing complex lines allowed. e.g. <a 198.1.1.1 write public> ?>

Each device is identified by:
* Entry Number - use the entry number (1-20) to edit or delete an entry

* IP address or Hostname - the address of the device with access (MultiLink server, Nform

server, Network Management System)

+ Access (read/write) - read allows users to view but not change data; write allows full

permission for configuration, control and viewing

+ Community string - the community string used by the IP host for this Entry Number

(case-sensitive, up to 32 characters)

To make changes:

Add a device (see example at right to enter all parameters in one line): Example

+ Enter a to add an entry, then press Enter. a 10.0.0.5 write publicl
+ Enter the IP address or hostname of the device to be added, then press (then press Enter)

Enter.
* Enter 1 for read or 2 for write access for this device, then press Enter.
* Enter the community string, then press Enter.
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Edit a device (see example at right to enter all parameters in one line):
* Enter e to edit an entry, then press Enter.
* Type the Entry Number, then press Enter.
* Enter the new IP address or hostname, then press Enter.
+ Enter 1 for read or 2 for write access for this device, then press Enter.
* Enter the new community string, then press Enter.

Example
e 210.0.0.7 read public2
(then press Enter)

Delete a device (see example at right to enter parameters in one line):
* Enter d, then press Enter. No confirmation message will appear.
* Type the Entry Number, then press Enter.

Example
d2
(then press Enter)

NOTE

R

« IP address = 0.0.0.0
» Access = write
» Community = public

Display/Modify Trap Communities

Avoid the following setting—it permits access by any host and may pose a security risk:

View devices that are configured to receive notifications from the Web card, identified by IP address
or hostname, trap listen port and community string. Up to 20 devices may be configured to receive

traps.

Trap Communities - Example

1: 10.0.0.5 162 publicl
2: 10.0.0.6 162 publicl
T | | |
Entry IP Port to Community
# address receive traps  string
<a>dd <d>elete <e>dit
ce;(?i?i(:‘lsgfor complex lines allowed. e.g. <a 198.1.1.1 162 public> 7>

Each device is identified by:

* Entry Number - use the entry number (1-20) to edit or delete an entry
+ IP address or hostname - the address or name of the device to receive traps (MultiLink server,

Nform server, Network Management System)

* Port - the Trap Listen Port where traps will be sent; use 162 if the host computer uses standard

ports (161/162)

+ Community string - the community string used by the IP host for this Entry Number

(case-sensitive, up to 32 characters)

To make changes:

Add a device (see example at right to enter all parameters in one line):
* Enter a to add an entry, then press Enter.

+ Enter the IP address or hostname of the device to be added, then press
Enter.

+ Enter the port number (default is 162), then press Enter.
* Enter the community string, then press Enter.

Example
a 10.0.0.5 162 publicl
(then press Enter)

Edit a device (see example at right to enter all parameters in one line):
* Enter e to edit an entry, then press Enter.
* Type the Entry Number, then press Enter.
* Enter the new IP address or hostname, then press Enter.
* Enter the port number (default is 162), then press Enter.
* Enter the new community string, then press Enter.

Example
€ 210.0.0.7 162 public2
(then press Enter)

Delete a device (see example at right to enter parameters in one line):
+ Enter d, then press Enter. No confirmation message will appear.
* Type the Entry Number, then press Enter.

Example
d?2
(then press Enter)
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5.4

5.4.1

Web Server

Use the Web Server Menu to configure access to the card
through the Web interface. Consult your network adminis-

trator if needed.

Specify Web Server Settings

web Server Menu

. Web Server Mode HTTP (Not Secure)
: HTTP Transport Port 80

1
2
3: Password Protect Site
4
5

'disabled'’
: Configuration/Control 'enabled'
: Refresh Rate 30 seconds

<ESC>: Cancel menu Tevel
Please select a key ?>

B8 {) Terminal Emulation (Serial or TCP/IP Connection) / Telnet

To change any parameters:

1. Choose IP Network Settings from the Main Menu, then Web Server.
2. Select an option to change, then use the following guide to make changes.

Table 13 Web server settings
Parameter Description & Valid Settings

Select the operation mode of the Web server.
Web Server » Disabled - Web server is disabled
Mode « HTTP - Standard Web port, not encrypted

« HTTPS - Standard secure Web port, all communication is encrypted

Web Server listening port number.

* For HTTP mode (non-encrypted communications), the default port is 80.
HTTP » For HTTPS mode (encrypted communications), the default port is 443.
Transport For HTTPS, you must also install a security certificate for Internet Explorer. Refer to the appro-
Port priate section for your version of Internet Explorer:

* 5.4.2 - Install Security Certificates - Internet Explorer 6 or earlier
» 5.4.3 - Install Security Certificates - Internet Explorer 7 or later

Password When enabled, the entire site is password-protected. (If disabled, all pages are accessible
Protect Site without a password except configure and control functions.)
Configuration/ Enable or disable the use of a Web browser to perform configuration and control operations.
Contr%l Note: This feature affects configuration and control operations from the Web interface only. If

disabled, these functions may still be available using other system interfaces.

The interval in seconds (10 to 600 seconds) between automatic updates of dynamic Web
Refresh pages—parametric data and device status in the right panel.
Interval RECOMMENDATION: Consider whether frequent updates will slow down the system. If many

users will access the device simultaneously, select a larger value to best serve all users.
Recommended values range from 20 to 60 seconds.

@ Web Interface

To access Web Server settings through the Web interface:

* Click on the Configure tab, then Web in the left panel and finally Edit in the right panel. After
making changes, click Save.

Configure tab

&
EMERSON

monitor | control | cenfigure | event log | suppart

Web Configuration:

Parameter
Web Server

Description
Select the operation mode of the Web Server

© Disabled: Web server is disabled
 HTTP: Standard web port, not encrypted
o HTTPS: Standard secure web port, all comm

Port Web Server listening port number

© Hittp: 80 is the defaul for non encrypted comi
o Hittps: 443 is the defautt for encrypted commi

Password Pratect [When checked the entire site is password protectec
ite /accessible without a password except the configure

(Configure/Control [Allow configuration and control operations to be perf

Note: Checking this feature enables or disables con
Web interface only. Configuration and control may s
interfaces

Refresh Inteval | Intenval between automatic updates of the dynamic
fight panes containing parametric data and the devic
recommended values range between 20 and 60 sect
10 and 600 seconds

NTP)
anagement Protocol

PERFORMANCE RECOMMENDATION: Selection ¢
ineed for accurate status and parameter updates anc
senvicing these update requests. If many web brows
fthe entered value should be larger, this will help ens

Edit

HTTP Port
HTTPS Port

Password Protect Site: || enabled
Configure/Control enabled

Refresh Interval seconds
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5.4.2 Install Security Certificates - Internet Explorer 6 or earlier

If you use Internet Explorer 6 or an earlier version and select HTTPS as the operation mode of the
Web server (see 5.4.1 - Specify Web Server Settings), follow these instructions to install a security
certificate.

* Open Internet Explorer and enter https:// followed by the IP address or hostname of the Web
card—for example, https://192.168.0.125—in the address bar. The following message appears.

x

Infarmation you exchange with this site cannot be viewed or
:-J.

changed by others. However, there iz a problem with the site's
zecuiity certificate.

& The zecurity certificate was izsued by a company vou have
not chozet to bz, Wiew the centificate to determine whether
wou want to trust the certifing authority.

a The zecurity certificate date iz valid.

@ The secuity certificate has a valid name matching the name Click on
of the page you are tiving to view. View

Certificate
Do pou want to proceed? e
Yes | Mo | Yiew Eertificate/

* Click the View Certificate button. This opens the Certificate window.

Certificate 21| Certificate 2
General | o) ‘ General | Detals  Certification Path |
e [~Certification path
Certificate == 2
&% Certificate Information [F=]

Path tab

192.168.0.125

This certificate cannot be verified up to a trusted
certification authority.

Issued to: 192.168.0.125

Issued by: Liebert Monitoring Group

valid from 7/2/2007 to 3/27/2036

View Certificate *
N
Certificate status: \

This CA Root certificate is not trusted because itis not in the Trusted Root Vlew

Certification Authorities store. Certificate

Erstail Certificate

Issuer Shatement: |

* In the Certificate window, above left, click the Certificate Path tab.
+ In the Certificate Path tab, above right, click on Allegro Root CA, then on View Certificate.
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* In the Certificate window, click the Install Certificate button, as shown below.

Certificate E

General | petas | Certification Path |

.
Certificate Information

This certificate is intended for the following purpose(s):
sEnsures the identity of a remote computer

Issued to: Allegro Root CA
Issued by: Allegro Root CA

valid from 5/13/2002 to 5/13/2032
Install
Certificate

—> Srictail Cariicae. | 1seusr Shatement

* The Certificate Import Wizard opens. Click Next.

]
Welcome to the Certificate Import ]

Wizard Certificate Store

Certificate stores are system areas where certificates are kept.
This wizard helps you copy certficates, certficate trust
lists, and certificate revocation lists from your disk to a
certificate store.

connections. A certificate store is the system area where
certificates are kept.

. Windows can automatically select a certificate store, or you can specify a location for
A certificate, which is issued by a certification authority, is Automatical |y ................

a confirmation of your identity and contains information "} * Automatically select the certificate store based on the type of certificate

Used to protect data o to establish secure network select...

" Place all certificates in the following store

Certificate store:

To continue, diick Next.

Browse, .

< Back: Cancel

< Badk I Next > I Cancel |

* Click on Automatically select the certificate store based on the type of certificate, then
click Next.

e
Completing the Certificate Import

Wizard

You have successfully completed the Certificate Import

wizard,

You have specified the folowing settings: Certificate Import Wiz x|
Certificate Store Selected  Automatically determined by |
Content Certificate .

\l‘) The import was successful.

4 | |

<sack | Fnsn” | cancel |

* The final Wizard window appears with a message that the process is complete. Click Finish.
+ A confirmation box appears with a message that the import was successful. Click OK.
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5.4.3 Install Security Certificates - Internet Explorer 7 or later

If you use Internet Explorer 7 or later and select HT'TPS as the operation mode of the Web server (see
5.4.1 - Specify Web Server Settings), follow these instructions to install a security certificate.

To do this:

* Open Internet Explorer and enter https:// followed by the IP address or hostname of the Web
card—for example, https://192.168.0.125—in the address bar. The following message appears.

/2 Certificate Error: Navigation Blocked - Windows Internet Explorer -101 x|

-y v |&] https:f/192.168.0. 125f =l | #2]| % [ |cooge 2
=)

JE\\E Edit  View Favorites Tools Help

w e (@ Certificate Error: Navigation Blocked | | J - - e mhe G 7
=

‘@ There is a problem with this website's security certificate.

The security certificate presented by this website was not issued by a trusted certificate
authority.

Security certificate problems may indicate an attempt to fool you or intercept any data you
send to the server.

We recommend that you close this webpage and do not continue to this website.
@ Click here to close this webpage.

. __,_—' i Continue to this website (not recommended).
Continue to —|

this website

@ More information

=
\ T -
* Click on Continue to this website (not recommended) to open a connection to the Web card.
P 1=
i, x
@\’t [ https:/y192.168.0. 125/ Y Certificate Error |)*# || X | [cocgle 2|~ I@" Untrusted Certificate
J Io EU D menen IOW Th’e security certificate presented by this
w5 ey @Wr InteliSlot Web Card | | J - - e mhe G 7 website was not issued by a trusted
= = certificate authority,
Certificate % . This problem may indicate an attempt to
Error EMERSON qu Lleb Iﬁ:\gs:earrmter:eptany data you send to
Netwo er monitor control configure | support
el e Summary: Updated: September 3, 2007 04:01:04PM w:bre;:o;nmendthatyau close this
Data Room UPS 1 ead
Bldg 2, Floor 4 About cerfificate errors
Supports Server02
BYPASS View certificates
Vois: 1166
View
OUTPUT ‘ Certificates
Monitor Categories: | et 1168 e Vols 1201V =
* Click the Certificate Error box next to the address bar, shown above left.
* In the window that pops up, shown above right, click the View Certificates link. This opens the
Certificate window.
2%l 2|
ifica ~Certification path
(P:::’t‘ t:b te Certificate Information
This certificate cannot be verified up to a trusted 192.168.0.125
certification authority.

Issued to: 192.168.0.125

Issued by: Liebert Monitoring Group

View Certificate *
s

Valid from 7/2/2007 to 3/27/2036
Certificate status:

This CA Root certificate is not trusted because itis not in the Trusted Root View
Certification Authorities store. Certificate
fnstall Certifcate, .. | IssUer, Shatement |

* In the Certificate window, above left, click the Certificate Path tab.
+ In the Certificate Path tab, above right, click on Allegro Root CA, then on View Certificate.
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* In the Certificate window, click the Install Certificate button, as shown below.

Certificate E

General | petas | Certification Path |

.
Certificate Information

This certificate is intended for the following purpose(s):
sEnsures the identity of a remote computer

Issued to: Allegro Root CA
Issued by: Allegro Root CA

valid from 5/13/2002 to 5/13/2032
Install
Certificate

—> Srictail Cariicae. | 1seusr Shatement

* The Certificate Import Wizard opens. Click Next.

]
Welcome to the Certificate Import ]

Wizard Certificate Store

Certificate stores are system areas where certificates are kept.
This wizard helps you copy certficates, certficate trust
lists, and certificate revocation lists from your disk to a
certificate store.

connections. A certificate store is the system area where
certificates are kept.

. Windows can automatically select a certificate store, or you can specify a location for
A certificate, which is issued by a certification authority, is Automatical |y ................

a confirmation of your identity and contains information "} * Automatically select the certificate store based on the type of certificate

Used to protect data o to establish secure network select...

" Place all certificates in the following store

Certificate store:

To continue, diick Next.

Browse, .

< Back: Cancel

< Badk I Next > I Cancel |

* Click on Automatically select the certificate store based on the type of certificate, then
click Next.

e
Completing the Certificate Import

Wizard

You have successfully completed the Certificate Import

wizard,

You have specified the folowing settings: Certificate Import Wiz x|
Certificate Store Selected  Automatically determined by |
Content Certificate .

\l‘) The import was successful.

4 | |

<sack | Fnsn” | cancel |

* The final Wizard window appears with a message that the process is complete. Click Finish.
+ A confirmation box appears with a message that the import was successful. Click OK.
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5.5

Telnet Server

Use the Telnet Server Menu to enable or disable access to the Web 1: Telnet server "enabled’

card through a Telnet interface.

Telnet Server Menu

<ESC>: Cancel menu Tevel
Please select a key ?>

B8 £ Terminal Emulation (Serial or TCP/IP Connection) / Telnet

To change this setting:

1. Choose IP Network Settings from the Main Menu, then Telnet Server.

2. Choose Telnet Server, then specify:
* Enabled to permit Telnet access
* Disabled to block access via Telnet

@ Web Interface

5.6

To access Telnet settings through the Web interface:

* Click on the Configure tab, then Telnet in the left panel and finally Edit in the right panel.

After making changes, click Save.
Configure tab

&
EMERSON

v

Telnet Configuration:

monitor | control | configure | event log | support

Telnet Sever |Enable or Disable the Telnet Server

MNote: This value is enabled to allow remote management

et Server: | enabled

Configurat
1§ SNMP,

Telnet

Time (SNTP) Menu

This permits setting time options—how often the Web card
synchronizes with the Time Server, which Time Server to use
for synchronization and which the Time Zone the Web card is
operating in.

Edit

Time Server Menu

1: SNTP Time Sync Rate  Hourly

2: Time Server time.nist.gov
3: Time Zone (GMT) UTC

<ESC>: Cancel menu Tevel
Please select a key ?>
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= @ Terminal Emulation (Serial or TCP/IP Connection) / Telnet
To change this setting:

1. Choose IP Network Settings from the Main Menu, then Time (SNTP).
2. Choose SNTP Time Synch Rate, then specify:
* Hourly
* Daily
3. Choose Time Server, then specify the new time server, if desired.
4. Choose Time Zone, select a region from the list and then select a time zone.

Table 14 Time Server parameters

Parameter Description & Telnet Menus
SNTP Time Sync Rate 'I_'hls is how often the card will attempt to synchronize its internal clock with the specified
time server.
Time Server This is the server that will be used for synchronization. This can be either an IP address
or a hostname, provided that the DNS options are configured.
Time Zone This is the local Time Zone that will be used to correctly adjust the time provided by the
server for the locale where the Web Card is being used.

@ Web Interface
To access Time (SNTP) settings through the Web interface:

Click on the Configure tab, then Network Settings in the left panel and finally Edit in the right
panel. After making changes, click Save.

Configure r =
tab ¢ (]
EMERSON.
Network Power monitor control configure | event log | support
Agent Information: Network Settings >> Time (SNTP):
SNMP _Test
SNMP_Test3 Parameter Description
?‘;JZN:FE,@T;?: Time Server: Simple Network Time Servers (SNTP) IP address or network name, for
_ + tick.usno.navy.mil Time
Device Status: + tock usno.navy.mil S
Load Protected: * time_nist.gov .erver
No Alarms Present * time-a.nist.gov list
+ time-b.nist.gov
Synchronize Rate:  ||Rate at which time will be synchronized with the time server.
z P Device Time Zone:  |Time zone where the device is located.
Configuration Categories:
Click on Edit R ©ED
m Agent Information H
to :"_hoose ™ F:me Defaults Time Server: time.nistgov < ;lme
options = Firmware Update Synchronize Rate: @ Hourly O Daily ervers
i Web e o must be
e 1me £one o) entered
letwork Settings (GMTYUTC I
i DNS (GMT-12:00) International Date Line West manually
B Test (GMT-11:00) Midway Island, Samoa
B Time (SNTP) (GMT-10:00) Hawaii-Aleutian Time
B Management Protocol (GMT-09:00) Alaskan Time
B SNMP (GMT-08:00) Pacific Time (US and Canada); Tijuana
B Access (GMT-07:00) Arizona
B Traps (GMT-07:00) Mountain Time (US and Canada) Time zones
(GMT-07:00) Chihuahua, La Paz, Mazatlan .
(GMT-06:00) Central America Time available
(GMT-06:00) Central Time (US and Canada) from list
(GMT-06:00) Guadalajara, Mexico City, Monterrey
(GMT-06:00) Saskatchewan
(GMT-05:00) Bogota, Lima, Quito
(GMT-05:00) Eastern Time (US and Canada)
(GMT-05:00) Indiana (East)
(GMT-04:00) Atlantic Time (Canada)
(GMT-04:00) Caracas, LaPaz
(GMT-04:00) Santiago
(GMT-03:30) Newfoundland M
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5.7 Change Username / Password

The Web card is designed for two types of access, each with a default user name and password. For
security, be sure to change the default password.

Table 15 Factory default passwords

Type of User Factory Default Description

Administrator Username Liebert | Fyll access to configuration and control
Password Liebert | functions, as well as viewing privileges

General User Username User Viewing privileges only—no access to
Password User configuration or control functions

Follow these guidelines to change the user name and password.

Table 16 Username and password guidelines

Maximum length | 32 characters (6 or more characters recommended)
Valid characters | Any printable character EXCEPT colon, tab, double quote, question mark

Upper/lowercase | Case-sensitive—letters must be uppercase or lowercase as entered

Tips Avoid common names, words and phrases as passwords

= @ Terminal Emulation (Serial or TCP/IP Connection) / Telnet

To change the Administrator or General user name or password:

1. Choose IP Network Settings from the Main Menu, then choose either:
+ Change Administrator Username/Password or
+ Change General Username/Password

2. Enter a user name—the current user name is shown in brackets.

|Enter Administrator Username, press enter for [Liebert]: (Max 32 chars) 7>

3. Enter a password, then verify by typing the password again.

Enter New Password:
verify Password: 7>

chars) 7>

@ Web Interface
To access usernames and passwords through the Web interface:

* Click on the Configure tab, then Users in the left panel and finally Edit in the right panel. After
making changes, click Save.

Configure tab ]
&
EMERSON
monitor control support
Agent Information: ooy @ariy T Tene
Data Room UPS. —
Bldg A Parameter Description
Supy |Adminstrator - Name and password for the user authorized t
192 Usemame/Password control areas of the device interface card.
» General User - Name and password for the userto accass th
Depicclat: Usemame/Password interface card.
Load Protects
A Password Notes Secret string known by the user. Proper entry
authorization of the users access to the resp
be composed of printable characters with the
and question mark-
e T Note: The maximum number of characters all
m UPS
CAUTION! This string is case sensitive so, be
case, sither small or capital latters. It is reco
composed of six or more alphanumeric chara
be avoided for passwords
RuTMinistrator
Usemame: |Liebert
Password: [sssssss
Users General User

Usemame: [User
| Password: [ssse

fttp://192. 168.0. 125 configfconfigUser him I o
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5.8 Reset Authentication to Factory Defaults
You may reset the Administrator and General User usernames and passwords to the factory defaults.

If you forget your username or password, you may reset them using a serial configuration cable
connection (see Section 2.1.1 or 2.2.1 - Connect the Cable), which provides direct access to the card
without a username or password. To enter a new username and password, see 5.7 - Change
Username / Password.

Table 17  Factory default passwords

Type of User Factory Default Description

Administrator Username Liebert | Fy|| access to configuration and control
Password Liebert | functions, as well as viewing privileges

General User Username User Viewing privileges only—no access to
Password User configuration or control functions

B8 £ Terminal Emulation (Serial or TCP/IP Connection) / Telnet
To reset the usernames and passwords to the factory defaults:

1. Choose IP Network Settings from the Main Menu, then Reset Authentication to Factory
Defaults.
| Reset authentication to factory Defaults? [y/n] ?> |
2. Enter y to reset the Administrator and General User usernames and passwords to the default
settings.

NOTE
This feature is not available through the Web interface
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6.0 MESSAGING

The Messaging menu is used to set up e-mail and text message notifications
from the Web card.

B8 £ Terminal Emulation (Serial or TCP/IP Connection) / Telnet

To access these options:

1. Choose Messaging from the Main Menu.
2. Select an option, then use the following guide to make changes.

Table 18 Messaging menu guide
Menu item Refer to:
E-Mail Configuration page 29
SMS Configuration page 30
Customize Messages (E-Mail and SMS) page 32

@ Web Interface

To access Messaging settings through the Web interface:

Messaging Menu

1: Email ‘'disabled'’
2: SMS 'disabled’
3: Email configuration
4: sMS Configuration

<ESC>: Cancel menu Tevel

Please select a key 7>

* Click on the Configure tab, then Messaging in the left panel and finally Edit in the right panel.

After making changes, click Save.

Configure tab
& ¢
EMERSON
W er monitor control  ['eonfigure | event log
Agent Information: Messaging:
SNMP_T:
SNMP_T: Category Description
SNMP_T, ;
sl Email Canfigure email parameters_
Bl Configura SIS parameters
Device Status: Customize Message Customize the message sent to Email o1
Load Prot
No Alarm: [Parameter Description
[Email Enable or disable Email notification.
[ Enable or disable Shart Message Senvice
( Edit
Icl""sr;?M”";‘ Emat: | enabled
- SMS: | enabled
Messaging

i Customize
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6.1 E-Mail Configuration

Setting up event notifications to be sent via e-mail involves two steps:
enabling the function, then specifying the parameters.

B8 £ Terminal Emulation (Serial or TCP/IP Connection) / Telnet
To activate and set up e-mail messages:

1. Choose Messaging from the Main Menu, then Email.

Email Subject

Port )
Test Email

CONOUVTAWN R
m
3
()
'
—_

|Enab1e Email? [y/n] ?>|

Email Configuration Menu

Email From 'Uninitialized’
Email Message Recipients

Customize Message
SMTP Server 'Uninitialized'
25
View Test Email Log File
<ESC>: Cancel menu Tevel

Please select a key 7>

2. 'To enable the e-mail feature, enter y (yes) at the prompt.

3. Choose Email Configuration from the Messaging Menu, then select an option and use the
following guide to make changes.

Table 19 E-mail configuration guide

Parameter Description Maximum
Email From The e-mail address of the sender—for example, support@company.com— 64
typically, the address where replies should be sent. characters
The e-mail will be sent to this list of addresses. To add an e-mail address, use
. the format a jsmith@abc.com. Multiple addresses must be added individually.
E:caillignnizsage Changes may be made by entering d to delete an entry or e to edit an entry. char?;:;ters
P NOTE: To specify multiple recipients of the e-mail message in the Web
interface, use a semicolon (;) to separate addresses in the Email To box.
Email Subiect The subject line of the e-mail. By default, this is the event description—e.g., 120
) AlarmOnBypass—nbut it may be customized. characters
Email Customize | The text of the message sent to e-mail recipients. Choose from a list of items to .
Message include in the message. For details, see 6.3 - Customize Messages.
SMTP Server The IP address or domain name of the SMTP e-mail server that sends 32
messages. characters
Port SMTP server port—typically the default port, 25. —
Test Email After saving changes to e-mail parameters, send a test e-mail message to verify .

the settings are correct. The message status will be displayed.

View Test Email
Log File

Choose this option to display a log showing the results of test e-mails.
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@ Web Interface
To access E-Mail Configuration through the Web interface:

* Click on the Configure tab, then Email in the left panel and finally Edit in the right panel.
After making changes, click Save.
Configure tab

BiLiebert'

monitor | control | Gonfigure | event log | support

Messaging >> Email:

D

Email From |Sender's email address.

: In most cases this will be the email address of the person to whom replies should be sent. For
Device Stat example Support@company com
Load Protected:

Email To Email address of the recipient.

No Alarms

Multiple email addresses should be separated by a semicolon (*")

Mote: The maximum length for an email address entry is 64 characters.

Subject [Subject of the email. This valus will default to the event description

The subject line is customizable.

SMTP Fully qualified domain name or IP address of the server used for relaying email messages.
Sener
Note 1: The maximum length for this entry is 32 characters.

Note 2. If using a sewver name you must configure a NS server under IP' Settings
Port [SMTP server port.

Note: Typically the defaut of 25 should be used.

Test Clicking on this button will send a Test Email after new configuration changes have taken effect
Status of the email message will be displayed.

Q< Edit

Email From:

Email

Email To:

separate
addresses with
semicolons (")

2 Event
Subject:

Custom
SMTP Server:

Port:

6.2 SMS Configuration SMs Configuration Menu

SMS From 'Uninitialized'
SMS Message Recipients

SMS Subject

SMS Customize Message

SMTP Server 'Uninitialized'
Port 25

Test SMS

View Test SMS Log File

Setting up event notifications for SMS text messages involves two
steps: enabling the function, then specifying the parameters.

CONOUVTAWN R

<ESC>: Cancel menu Tevel
Please select a key 7>
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= @ Terminal Emulation (Serial or TCP/IP Connection) / Telnet

To activate and set up SMS messages:

1. Choose Messaging from the Main Menu, then SMS.
| Enable sMs [y/n] 7> |
2. To enable the SMS feature, enter y (yes) at the prompt.
3. Choose SMS Configuration from the Messaging Menu, then select an option and use the
following guide to make changes.
Table 20 SMS configuration guide
Parameter Description Maximum
The e-mail address of the sender—for example, support@company.com— 64
SMS From ; )
typically, the address where replies should be sent. characters
The message will be sent to this list of addresses. The SMS/Text Message
address is usually a 10-digit phone number followed by @ .com (where
might be a company name). To add an SMS address, use the format
SMS Message | ,'1112223333@abc.com. Multiple addresses must be added individually. 64
Recipients - . characters
Changes may be made by entering d to delete an entry or e to edit an entry.
NOTE: To specify multiple recipients of the SMS message in the Web interface,
use a semicolon (;) to separate addresses in the SMS To box.
SMS Subiect The subject line of the message. By default, this is the event description—e.g., 120
) AlarmOnBypass—but it may be customized. characters
SMS Customize | The text of the message sent to e-mail recipients. Choose from a list of items to .
Message include in the message. For details, see 6.3 - Customize Messages.
. . 32
SMTP Server The IP address or domain name of the SMTP e-mail server that sends messages. characters
Port SMTP server port—typically the default port, 25. —
After saving changes to SMS parameters, send a test SMS message to verify the
Test SMS . h . —
settings are correct. The message status will be displayed.
View Test

SMS Log File

Choose this option to display a log showing the results of test messages.

@ Web Interface
To access SMS Configuration through the Web interface:

+ Click on the Configure tab, then SMS in the left panel and finally Edit in the right panel. After
making changes, click Save.

Configure tab

4 ¢
EMERSON

monitor | control | cenfigure | event log | suppart

[©iLiebert’

Messaging >> Short Message Service (SMS):

Parameter [Description
SMIS From [Sender's email address

In most cases this will be the email address of the person to whom replies should be sent. For
xample Support@company com

S MS Text Message address of the recipients. Usually a 10-digit phone number followed by Ed it
com' For example 11 m

Multiple SIS addresses should be separated by a semicolon (")

Note: The maximum length for a SMS address entry is 64 characters
Subject of the message. This value will default to the event description

The subject line is customizable

SR Fully qualiied domain name or [P address of the server used for relaying SMS messages
Note 1: The maximum length for this entry is 32 characters

Note 2: If using a server name you must configure a DNS senver under IP Settings
Port SMITP server port

SMS

Note: Typically the defaut of 25 should be used

Test (Clicking on this button will send a Test SMS message after new configuration changes have taken
effect. Status of the SMS message wil be displayed

SMS From:

SMS To:

separate
addresses with
semicolons (")

Event
Subject:

Custom
SMTP Server:

Port:
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6.3

Customize Messages

Email/SMS Customize Message Menu

tion) / 1elnet

Both e-mail and SMS text messages may be custom- | 1: 1P Address 'enagqeg'
: : : 2: Event 'enabled’
ized to include items such.as the IP address or host- | 3! Event pate & Time i eapTed
name, event name and a link to the Web card in the |4: Name 'enabled'
5: Contact 'enabled’
body of the message. 6: Location "enabled’
;: Degc;jpﬁign 'snabg$dé
H H H - H: in Port 'disabled’
m @ Terminal Emulation (Serial or TCP/IP Connec- | g: web Link & port LA e

A: Consolidation Time Limit (seconds) 60

B: Consolidation Event Limit

1. Choose Messaging from the Main Menu, then

Email Configuration (or SMS
Configuration).

<ESC>: Cancel menu level
Please select a key ?>

2. Choose Email (or SMS) Customize Message from the Configuration menu.

3. Choose an option from the Email (or SMS) Customize Message Menu, then enter y (yes) at the
prompt to confirm your choice. Repeat for each item to be included in messages. Refer to the
following guidelines to make changes:

Table 21

E-mail and SMS message guidelines

Parameter

Description—if enabled, outgoing messages will include:

Defined in:

IP address or

The IP Address or Hostname of the Web card

5.1 - Boot/IP Settings

hostname

Event Description of the SNMP event 9.0 - Support Information
Ev_lt_airrl;eDate The date & time when the SNMP event occurred —

Name The name for the Liebert unit 4.0 - System Information
Contact The contact person or department 4.0 - System Information
Location The location of the Liebert unit 4.0 - System Information
Description Other information about the Liebert unit 4.0 - System Information

Web Link & Port

A clickable link to the Web card through the Web interface

5.1 - Boot/IP Settings

The port number of the SMTP server port

6.1 - E-Mail Configuration
6.2 - SMS Configuration

Event
Consolidation

Enable or disable consolidation of events for e-mail/SMS
notification

6.1 - E-Mail Configuration
6.2 - SMS Configuration

Consolidation
Time Limit
(seconds)

Duration (in seconds) to consolidate events before sending a
notification. Notification will be sent when this threshold is
reached, regardless of event limit. Range: 10 to 120.

Message Consolidation
Time Limit on page 33

Consolidation
Event Limit

Number of events to consolidate before sending a natification.
Notification will be sent when this threshold is reached,
regardless of time limit. Range: 1 to 50.

Message Consolidation
Time Limit on page 33
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@ Web Interface

To access Customize Message settings through the Web interface:

* Click on the Configure tab, then Customize Messages in the left panel and finally Edit in the
right panel. Choose the items to include in each type of message in the Email and SMS columns.

+ After making changes, click Save.

Configure tab

monitor | control | cenfigure | event log | suppart

Messaging >> Customize Message:

Parameter

Description

IP Address

If checked the IP Address of the agent card wi

[Event Description

If checked SNMP event description will be incl

If checked the agent card Name will be include

If checked the agent card Contact will be inclu

If checked the agent card Location will be inclt

Description

If checked the agent card Description wil be it

Web Link & Port

If checked a Web link to the agent card and
included in outgoing messages

Configurati

I SNMP. [Event Consolidation

If checked multiple events will be sent per eme

Consolidation Time
Limit (seconds)

If Event Consolidation is enabled, an email or ¢
"Consolidation Time Limit" seconds has passe
received.

Consolidation Event

If Event Consolidation is enabled, an email or ¢
Inumber of buffered events reaches the "Conso

(e )y

Element
1P Address

Customize
Message

Event Description
Name

Contact

Location
Description

Web Link & Port

Element

Message Consolidation Time Limit

Check the items to be included in the Email or SIS message

Email sms

Configure Email/SM$ Event Consolidation

Email  SMS

Event Consolidation Enable
Consolidation Time Limit (seconds)

Consolidation Event Limit (events)

Edit

Message Consolidation Time Limit allows adjusting the duration the card will wait for additional
events before sending a notification E-mail. Consolidation event limit allows adjusting the number of

events each E-mail will contain.
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7.0 FACTORY SETTINGS

Factory default values may be restored for all configuration settings. This step:

* Replaces all user-defined settings described in this manual (see 3.0 - Configuration Overview
through 6.0 - Messaging)

+ Restores DHCP service, the factory default, replacing a static IP address or hostname, if config-
ured during installation (see 2.0 - Installation)

7.1  Reset to Factory Defaults

(i1 | @ Terminal Emulation (Serial or TCP/IP Connection) / Telnet Factory Settings Mend

To restore the factory default settings: 1: Reset to Factory Defaults
2: Agent Card Information

1. Choose Factory Settings from the Main Menu, then choose Reset | _csc.. cancel menu Tevel
to Factory Defaults.
|Reset to factory Defaults? [y/n] ?> |
2. Enter y (yes) at the prompt to confirm your choice. To cancel, enter n (no).
3. A message appears until the process is complete.

|Resett1ng card to factory defau1ts...|

Please select a key ?>

@ Web Interface
To restore the factory default settings through the Web interface:

* Click on the Configure tab, then Factory Defaults in the left panel and finally Reset to Fac-
tory Defaults in the right panel.

Configure tab
&
EMERSON
monitor control configure | event log | support
Agent Information: Factory Defaults:
SNMP_Tes!
|Description
Reset To Factory Clicking this button and confirming the actior
Defaults efaults
(ReseiTo FacloryDefauis ] J§ Reset
to Factory
Defaults
Factory
Defaults
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7.2 Liebert DS - Local Node Settings for Multiple Cards

If you use two cards of the same type with the Liebert DS, you will need to change the local node set-
ting of one card. These steps apply only when both cards are the same type, either:

* Two Liebert IntelliSlot Web cards (P/N IS-WEBLBDS)

Liebert DS
or Factory Settings Menu
+ Two Liebert IntelliSlot 485 cards (P/N IS-485LBDS) 1: Advanced Communication

Settings
2: Reset to Factory Defaults

B £ Terminal Emulation (Serial or TCP/IP Connection) / Telnet

To access local node settings: Please select a key 7>

<ESC>: Cancel menu Tevel

1. Choose Factory Settings from the Main Menu. Liebert bs
Advanced Communication Settings

2. Choose Advanced Communication Settings from the Factory | menu

Settings Menu. %: Local gode settings
3 . Managed Device Settings
3. Choose L_oca_l Node .Settlngs from the Advanced 5: Rosat to befault
Communication Settings Menu. <ESC>: cancel menu Tevel

4. Choose Node 1 from the Local Node Settings Menu, then use the | please select a key ?>
following guide to make changes. ebert bS
If there are two Liebert IntelliSlot Web cards or two Liebert Local Node Settings Menu
IntelliSlot 485 cards, you must change the address of one card L Nede tT T
(see Table 22): : c
* For the Liebert IntelliSlot Web card, the default address is 1.
For two Web cards, set the address of the second card to 2.
* For the Liebert IntelliSlot 485 card, the default address is 2.
For two 485 cards, set the address of the second card to 1.

Table 22 Factory default MAC addresses

1
2: Communication Rate: 38400
3: Maximum Master Address: 3
4: Maximum Retry Count: 5
5: Retry Interval(sec): 5

<ESC>: Cancel menu Tevel
Please select a key 7>

Factory Default | Set Node 1 Address
Liebert IntelliSlot Card Part Number MAC Address of Second Card to:
Liebert IntelliSlot Web Card-LBDS | IS-WEBLBDS 0x01 2
Liebert IntelliSlot 485 Card-LBDS I1S-485LBDS 0x02 1
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8.0 MONITOR AND CONTROL FUNCTIONS - WEB ONLY

@ Web Interface Only

The Web interface allows you to monitor and control the Liebert equipment where the Web card is
installed, in addition to configuration capabilities presented in previous sections.

8.1  Monitoring Liebert Equipment
To view monitoring data through the Web interface:

* Open the Web interface (if needed, see 3.5 - Open the Web Interface).

* Click on the Monitor tab if needed. This is always the opening view after connecting to the Web
interface, as shown in the following example.

Monitor tab 3
EMERSON YiLiebert’
Network Power monitor control configure | event log | support
Summary: Updated: June 25, 2008 02:34:05PM

Agent

Information

DeVice Freq: E;P H:

Status

INPUT ouTPUT

vors: 1158 v o vors” 1201 v
L Amps 08 A
Freq: 599 Hz

BATTERY
Vo S48 v

Monitor
Categories
Click to view in
right panel

Charge: 100 %
Time Remaining: 917 min

* The top portion of the left panel displays information that appears on all pages:
+ Agent Information - name, contact, location and description of the Liebert unit (as defined
in 4.0 - System Information)
* Device Status - current status of the Liebert unit and whether any alarms are active (if so,
the most recent alarm is listed)
+ Monitor Categories appear at bottom left, organized with folder icons and showing the avail-
able Monitoring functions.
* Click on a category to view parametric data in the right panel. The example above shows a
graphic representation of the current state of a Liebert UPS. Other categories show data in table
format. The information will vary according to the type of Liebert unit.

NOTE

If any alarms are currently active, they are listed below the graphic in the opening window.
Click on the Active Alarms category to view more details about any alarms that are active.
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8.2 Controlling Liebert Equipment
To perform Control operations through the Web interface:

* Open the Web interface (if needed, see 3.5 - Open the Web Interface).

+ Click on the Control tab, as shown in the following example.
S

&)~ [l mwszsan s =142 %] [eoede ol

| Fle Edt Vew Favortes Took Help

il
E
©

Control tab 9% @ @ Emerson Network Power InteliSiot Veb Card | | [G&-8 -

&
EMERSON

| configure | support

Agent Information:
Data Room UPS

Command

Description
|Abort Commands [Halt execttion of pending commands.
[Alarm Silence  [Temporarily silence the audible alarm

Output Tum the output of the UPS On or OF and transfer sither the bypass o inverter ta the output.
Statistics Reset statistics.
oA s Tests Initiate diagnostic tests
Operations Tl T

Click to view in
right panel

+ Control Operations categories appear at bottom left, organized with folder icons and showing
the available Control functions. Clicking on a category changes the view in the right panel. The
example above shows the summary page.

The following guide is a partial list of Control operations—these vary by the type of Liebert unit.
Table 23  Control operations parameters—functions vary by Liebert unit

Command Description

Abort Commands Prevent any pending commands from being completed.

Alarm Silence / Alarms | Temporarily silence an audible alarm that is active. Reset or acknowledge alarms

Output / System Turn the Liebert unit On or Off; reboot the unit.

Statistics Reset statistics—for example, battery or power statistics
Tests Initiate diagnostic tests on the Liebert unit.
Setpoints Change setpoints for the Liebert unit.

+ To perform an operation, click on a Control Operations category at left, then click on the appropri-
ate button in the right panel. The example below shows control operations for two Liebert units.

&
EMERSON [ Liebert.

monitor | conbrol | configure

Li Agent Information: @ oG
iebert Data Room UPS —
Bidg 5 Command Description
GXT2U Suppe [Turn Output ON Click the button to take this action
I 1921 [Turn Output OFF Click the button ta take this action
example Device Statu: Reboot Click the button to tum output OFF then back ON

Load Prote
No Alarm: Note: This is often useful to reset connected loads.

P Tum Output OFF after a delay of 0 seconds [0t0300] Turn Output OFF
Contzol0pamon: Tum Output ON after a delay of 0 seconds [0 to 300]. Tum Output ON
ot C s “Tum Output OFF" immediately then "Tum Output ON” after a delay of 10 seconds Reboot

&
EMERSON

[ Liebert’

monitor control configure

Device Other Settings:

. Device Identification:
Liebert Uninitialized

Uninitiali
DS Uninital - [The setpoints supported by your device are listed below. Make the necessary changes and press

1264203 254 lthe "Save’ button when finished.
example

Device Status: MNote: After pressing ‘Save’, some setpoints may not update immediately, depending upen your unit
Unit OF type. If a setpoint fails to update, wait 30 seconds. and refresh the page. If the setpoint still fails to
No Alarms P update or does not update correctly. you may have entered a value that is either invalid or out of

lbounds for your unit

Setpoint Value

Control Operations:

& Summary Termperature Setpoint 20 °C
Setp0| nts — = Humidity Setpoint 500, RH%
Temperature Proportional Band a0 K
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Monitor and Control Functions - Web Only

8.3

Event Log

The Event Log tab allows viewing events stored in the Web card’s history. This history is gathered
only when the Web card is installed and communicating properly with the device. The history is
stored in descending chronological order; Page 1 Item 1 contains the most recent event.

The list of events includes:

1. The time and date of the event—This is either the local time and date (if the network time
synchronization is working properly) or the time-delta from when the card was first powered on (if
no network time synchronization has taken place).

2. The event ID—This is the index number given to events since the start of the history.

3. The event text—Text stating the type of event and how the card reacted.

Event Log Controls

<<-: Scroll immediately to Page 1 of the history

<-: Scroll left one page in the history

->: Scroll right one page in the history

->>: Scroll immediately to the last page of the history

Links

Agent Event Log at the top of the page includes two links, (.txt) and (.csv). The Txt link will download
the entire event history in unformatted text. The CSV link will download the entire event history in
comma-separated format, which can then be imported into an application such as Microsoft Excel®.

Scroll through

Event Log
\ /

&
EMERSON.

Event Log tab

@JLiebert'

monitor control configure | event log . support

Agent Information: ¥gent Event Log (.txt) (.csv): Updated: June 24, 2008 09:55:13AM

Page 1 0f1

8.0.25
192.168.0.25 Evont

Time

Device Status: 0:00:34 (SysUpTime) > Sent SNMP Trap IgpSysEventNotifications:Message:System Return to

Load Protected: MNormal to Trap Recipient List
Mo Alarms Present 0:00:34 (SysUpTime) g Sent SNMP Trap IgpSysEventNotifications:lgpSysNormal to Trap
Ses i Recipient List
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Support Information

9.0 SuUPPORT INFORMATION

Support data includes identifying information for the Web card, as well as events and parameters
available for the Liebert equipment.

9.1 View Web Card Information

Identifying information for the Web card may be viewed through any interface and includes the MAC
address, model and part number, serial number and firmware version.

Factory Settings Menu

1: Reset to Factory Defaults
2: Agent card Information

o1 | @ Terminal Emulation (Serial or TCP/IP Connection) / Telnet
To view Web card information:

1. Choose Factory Settings from the Main Menu, then choose Agent
Card Information.

<ESC>: Cancel menu Tlevel

Please select a key ?>

2. The Web card information appears, as shown in the following
example. Press the Enter key to return to the previous menu.

MAC Address 00-00-68-16-82-C1
Network Card Model 1Intellislot web cCard
Network Card Part # OCWEBCARD

Manufacture Date APR 28,2004

Serial Number 416701G105T2004APR280074

Boot Version 2.300.0

Boot Label OCWEBCARD_HID3_2.300.0_034380
App Version 2.300.0

App Label OCWEBCARD_HID3_2.300.0_035191
Hardware Version

CPU Speed 50 MHz

Flash Usage 4327 out of 8388 KByte

Hit Enter to Exit

@ Web Interface
To view Web card information through the Web interface:

+ Click on the Support tab, then Summary in the left panel. The Web card information appears in
the right panel.

Support tab 1
&
EMERSON
Netw er monitor control configure | support
Agent Information: Support
Item \Value
System Name Data Room UPS
Location Bldg 2. Floor 4
T . Description Supports Sener02
LIStlng In Contact Network Svcs x100
r|ght pane| Wanufacturer Liebert Corporation
\Agent Model IntelliSlot Web Card
\Agent Part Number 'OCWEBCARD
Summary = (Agent App Firmmare Version 2 300 0

8 Summary

[Agent App Firmware Label

OCWEBCARD_HID3_2.300.0_035191

[Agent Boot Firmware Version

12.300.0

[Agent Boot Fimware Label

OCWEBCARD_HID3_2.300.0_034380

[Agent Hardware ID

3

[Agent Serial Number

416701G105T2004APR280074

[Agent Manufacture Date

/APR 28 2004

\Agent Ethemet MAC Address

00-00-68-16-82-C1

Device Model

GXT2-7T00RT120

Device Firmware Version

GXT2MR10

Device Serial Number

0031300060AF011

Device Manufacture Date

08NOV00

Manufacturer support

Liebert com
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Support Information

9.2 Events and Parameters

You may view a list of all supported events and parameters for the Liebert equipment through any
interface. Depending on the Liebert IntelliSlot Web card, the list might include SNMP and Modbus.

o1 ] @ Terminal Emulation (Serial or TCP/IP Connection) / Telnet s comunications wern

: Authentication Traps "no’

To view this data: 1 !
2: Display/Modify Communities
3

4

* Choose IP Network Settings from the Main Menu.

* Choose Management Protocol, then SNMP Communica-

: <ESC>: Cancel menu Tevel
tions. Please select a key 7>

: Display/Modify Trap
communities
: Support Information

* Choose Support Information from the SNMP Communica- .
Support Information Menu

tions Menu to display the menu at right. |- o
1: Display Events

The menu dlsplays: 2: Display Parameters
Total Events:
* the number of events Total Parameters: 141
Total Objects: 181

* the number of parameters
<ESC>: Cancel menu level

* the total number of objects (sum of events and parameters) |Please select a key 7>

+ Choose Display Events to view a list of supported events for Display Events (Example)

the Liebert unit, as shown in the example at right. ;{;;'}1&355;&;;;;33'6' 1.2.1.33.
1

These events may vary according to the Liebert unit where the 1gpAgentDev1Cecommumcatmnmst

card is installed. 1.3.6.1.4.1.476.1.42.2.3.0.1
Hit any key to continue.

* Choose Display Parameters to view a list of supported param-
eters for the Liebert unit, as in the example at right. Display Parameters (Example)

Th ram T r rdin he L1 rt uni here th sysbescr,1.3.6.1.2.1.1.1.0
ese parameters vary according to the Liebert unit where the R L e e T

card is installed. Hit any key to continue...

@ Web Interface

To view events and parameters through the Web interface:

Click on the Support tab, then Events (or Parameters) in the left panel. The events or parame-
ters are listed in the right panel. The example below shows a list of Events.

Support tab 1
monitor | control | configure | support
SNMP Events:
[SNMP Events]
coldStart,1.3.6.1.6.3.1.1.6.1
upsAlarmBatteryBad.1.3.6.12
upsAlarmBypassBad 13612
o g . - upsAlarmUpsOutputOfi 13 61
LIStlng in upsAlarmDiagnosticTestF ailed, 3
. : upsAlarmOnBattery1.3.6.1.2.1
r|ght panel No upsAlarmShutdownPending.1.3.6.1.2.1.33.1.6.3 22
upsAlarmTestinProgress 1361213316324
upsAlarmLowBattery, 13612133 1 G 3 3
upsAlarmTempBad 1
Events (or upsAlarminputBad 136121331 E 3 E
= upsAlarmOutputBad. 136121331637
Pa rameters) ] upsAlarmOutputOverload 136121331638

| L s upsAlarmOnBypass, 1.3.6.1.2.1.33.1.6.3.9
IgpAgentDeviceCommunicationLost,1.3.6.1.4.1.476
lgpConditionOutputToLoadOf.1.3.6.1
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Introduction

APPENDIX A - FIRMWARE UPDATES

AA1

A11

INTRODUCTION

Liebert’s IntelliSlot® cards may be updated to take advantage of the latest release of the firmware
with enhanced features, compatibility with new units or service patches. Upgraded firmware may be
downloaded with a browser, such as Internet Explorer. Liebert maintains firmware upgrades on its
Web site, www.liebert.com/downloads.

Liebert manufactures various types of network cards for Liebert products. Before beginning any
upgrade, determine the type of Liebert IntelliSlot card to be upgraded.

This identifying information—the type of card and firmware version currently installed—may be
found in the documentation shipped with the card or by reading the card’s support information
through a terminal emulation, Telnet or Web interface, as described in A.3.2 - Determine the Lie-
bert IntelliSlot Card Type and Firmware Version.

( : NOTE
Liebert recommends that users read all the instructions prior to attempting a firmware
upgrade.

Overview

The firmware upgrade involves these steps:

Table A1 Overview of the upgrade process

Step For details, see:
1. Decide which interface to use to connect to the A.2 - Connect to the Card - Terminal Emulation, Telnet
Liebert IntelliSlot card or Web Interface

2. Prepare for the upgrade

» Make sure you have everything needed to A.3.1 - Requirements to Update the Liebert IntelliSlot
perform the upgrade Card’s Firmware

» Check the type of card and firmware version A.3.2 - Determine the Liebert IntelliSlot Card Type and
currently installed Firmware Version

» Download the upgrade file from Liebert's Web A.3.3 - Download the Firmware Upgrade File to the
site Computer

A.3.4 - Choose a Method to Install the Firmware
Upgrade

» Decide which method to use for the upgrade

3. Follow the step-by-step instructions to upgrade the firmware with the chosen method:
* HTTP (Web) Method A.4 - Updating the Firmware - HTTP (Web) Method

A.5 - Updating the Firmware - TFTP (HyperTerminal,
Telnet, Web) Method

* Xmodem (Serial) Method A.6 - Updating the Firmware - Xmodem (Serial) Method

* TFTP (HyperTerminal, Telnet, Web) Method

A.1.2 Estimated Time to Download the Firmware Upgrade File

The amount of time required to download the firmware upgrade file depends on the upgrade method
used. Refer to Table A2 for estimated times for each method.

Table A2 Estimated Time for downloads

Upgrade Method Expected Speed
HTTP (Web) Method 6-7 minutes
(.bin file) (subject to network traffic)
TFTP (HyperTerminal, Telnet, Web) Method 5-6 minutes
(.bin file) (subject to network traffic)

1st file 2 minutes

Xmodem (Serial) Method

Xmodem 1K 115,200 bps 2ndfile 2 minutes

3rd file  3-5 minutes
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Connect to the Card - Terminal Emulation, Telnet or Web Interface

A.2 CONNECT TO THE CARD - TERMINAL EMULATION, TELNET OR WEB INTERFACE

Upgrading the firmware requires connecting to the card with one of these interfaces.

A.21

A.2.2

@ Open the Terminal Emulation Interface - Serial Connection

To connect to the card using terminal emulation software with a

| Connection Description 2]
serial connection to the Web card: L Cr——
1. Open a terminal emulation application, such as e ————
HyperTerminal. Name —
To do this:
* Click the Start button, then Programs, Accessories,
Communications and finally HyperTerminal.
2. In the Connection Description window, enter a name for the
connection—for example, GXT2U—then click OK.
3. In the Connect To window:
* Choose COMS3 from the Connect Using drop-down list.
+ Click OK. COM3 7:::!‘”
4. In the COMS3 Properties window, enter the communication
settings shown in Table A3.
Table A3 Communication settings -
Baud Rate: | 9600 I
Data Bits: | 8 T C—|
Parity: | None g&?ﬁ;‘;ﬁon ] SP:’ "N—‘[
Stop Bits: | 1 o corv: [T <]
Flow Control: | None
5. When the message at right appears in the HyperTerminal cat |t

window, press the Enter key.
@ Open the Terminal Emulation Interface - TCP/IP Connection

T 5|

To connect to the card using terminal emulation software with
an Ethernet connection to the Web card: L —
1. Open a terminal emulation application, such as
HyperTerminal. Name
To do this:
+ Click the Start button, then Programs, Accessories,
Communications and finally HyperTerminal.
2. In the Connection Description window, enter a name for the o
connection—for example, GXT2U—then click OK. o
3. In the Connect To window: ?d:”,ms—“
* Choose TCP/IP (Winsock) from the Connect Using 2 |
drop-down list. TCPIP B —
* Enter the IP address of the Web card—for example, (Winsock) =

192.168.0.125—in the Host Address box, then click OK.

When the message at right appears in the HyperTerminal window,
press the Enter key.

5. Enter the Administrator username and password (both are case-

RTCS v2.96.00 Telnet server

Service Port Manager Active
<Esc> Ends Session

sensitive):

a. Login (username—default is Liebert)
b. Password (default is Liebert)

Login: Liebert
Password:

Tk ddededhd
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Preparing to Update Liebert IntelliSlot Firmware

A.2.3 [0 Open the Telnet Interface

To connect to the card using Telnet:

1.
To do this:

* Open a command prompt window—click the Start button, then
Run.

+ Enter emd and click OK.

* In the command prompt window that opens, enter telnet fol-
lowed by a space and the IP address of the Web card—for exam-
ple:

telnet 192.168.0.125
2. When the message at right appears in the command prompt window,
press the Enter key.
3. Enter the Administrator username and password (both are case-

sensitive):
a.
b. Password (default is Liebert)

A.2.4 @ Open the Web Interface

Login (username—default is Liebert)

Open a Telnet connection on a computer with an Ethernet connection to the Liebert unit.

[Run 2]

Type the name of a program, folder, document, or
Internet resource, and Windows will open it for you.

=]

Open:

e 1

cancd | Browse.. |

|C:>te1net 192.168.0.125

RTCS v2.96.00 Telnet server

Service Port Manager Active
<Esc> Ends Session

Login: Liebert
Passwor‘d: Tl ddehdd

To connect to the card using the Web interface:

1.
2. Enter the IP address of the Web card in t
3. Click on a tab at the top of the window.

Open a Web browser such as Internet Explorer.

he address bar—e.g., 192.168.0.125.

/2 Emerson Network Power IntelliSlot Web Card - Windows Internet Explorer =10l x|
@:\/ + [&] htip:f7192.168.0.125¢ [=1{#2][x][cooge £~
| Fie ; Edt Vew Favortes Tools Help
¥ < @ Emerson Network power Intelisiot web Gard || |f-8-& b & "
Configure and =
Support Tabs EMERSON m t Liebert.
et = _monitor | control | configure | suppert

Upriaiew. wuly 15, 2007 05:51:28PM

INPUT
180 W

60.0 Hz

BATTERY
Vots: 553V

Charge: 100 %
[Time Remaining: 41 min

ofs: 1180V

BYPASS

OuTPUT

Vots:
Amps:

1200 W
22 A

Active Alarms:

A.3 PREPARING TO UPDATE LIEBERT INTELLISLOT FIRMWARE
A.3.1 Requirements to Update the Liebert IntelliSlot Card’s Firmware

Make sure you have the following before starting the update:

* Firmware upgrade downloaded from Liebert’s Web site (see A.3.3 - Download the Firmware

Upgrade File to the Computer)

A Liebert IntelliSlot card
A connection to the Liebert IntelliSlot ca

A computer running Internet Explorer 5.

5 or newer

rd

* Null modem cable—serial upgrade method
* Ethernet connection—TFTP or HTTP upgrade method

An Internet connection
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Preparing to Update Liebert IntelliSlot Firmware

A.3.2 Determine the Liebert IntelliSlot Card Type and Firmware Version

Each type of Liebert IntelliSlot card uses different firmware. Attempting to upgrade a card with the
firmware for another type of card will fail and may damage the card.

To determine the type of card in your Liebert equipment:

(i1 | @ Terminal Emulation (Serial or TCP/IP Connection) / Telnet Factory Settings Wend
To view Web card information using terminal emulation or Telnet: 1: Reset to Factory Defaults
2: Agent card Information
1. Open a connection to the Liebert IntelliSlot card (if needed, see <ESC>: cancel menu Tevel
instructions in A.2.1 - Open the Terminal Emulation Interface
. . . . Please select a key 7>
- Serial Connection, A.2.2 - Open the Terminal Emulation

Interface - TCP/IP Connection or A.2.3 - Open the Telnet Interface).
2. Choose Factory Settings from the Main Menu, then choose Agent Card Information.

3. The Liebert IntelliSlot card model, part number and firmware version appear in the following
example. Press the Enter key to return to the previous menu

MAC Address 00-00-68-16-82-C1
etwork Card Model 1Intellislot web car
etwork Card Part # OCWEBCARD
Manutacture Date APR 28, 2004
Model and serial Number 416701G105T2004APR280074
Part Number Boot Version 2.300.0

D_HID3_2.300.0_034380

App Version 2.300.0
/ App Lapel OCWEBCARD_HID3_2.300.0_035191
Firmware Hardware Version 3
Version CPU Speed 50 MHz
Flash Usage 4327 out of 8388 KByte

Hit Enter to Exit

@ Web Interface
To view Web card information using a Web browser:

1. Open a connection to the Liebert IntelliSlot card (if needed, see instructions in A.2.4 - Open the
Web Interface).

2. Click on the Support tab, then Summary in the left panel. The Liebert IntelliSlot card model,
part number and firmware version appear in the right panel.

Support tab 1
EMERSON
= Item Value
0 System Name Data Room UPS
68.0 Lacation Bldg 2. Floor 4
Device Sta Description Supports Senver02
Contact Network Sves x100
s i — __—— Model, Part Number
gent Model IntelliSlot Web Care - - fA
iAgent Part Number OCWEBCARD ) el and Firmware Version
Summary oo /Agent App Firmware Version [2.300.0 /
e = 2.300.0_035191
| P Cap [Agent Boot Firmware Version [2.300.0
= [Agent Boot Firmware Label |OCWEBCARD_HID3 2.300.0_034380
[Agent Hardware D 3

A.3.3 Download the Firmware Upgrade File to the Computer

( z NOTE
Turn off the power management on your PC or laptop before beginning the update to ensure
that communication will not be disrupted during the process.

To download the upgrade file:

1. Open a Web browser, such as Internet Explorer (5.5 or newer).
2. Navigate to Liebert’s Web site, www.liebert.com/downloads.

3. Choose the firmware upgrade for your card from the selections on the Web page (see
A.3.2 - Determine the Liebert IntelliSlot Card Type and Firmware Version).

4. Click on the link to download the file.
5. Save the file to your computer’s hard drive.
Be sure to make a note of the location where the file is saved.
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Updating the Firmware - HTTP (Web) Method

A3.4

A4

A4.1

Configure

tab

Web

Choose a Method to Install the Firmware Upgrade

To install the firmware upgrade, choose one of these three methods and refer to the associated step-
by-step directions:
« HTTP (Web) - see A.4 - Updating the Firmware - HTTP (Web) Method
* TFTP - see A.5 - Updating the Firmware - TFTP (HyperTerminal, Telnet, Web) Method
+ Xmodem (Serial) - see A.6 - Updating the Firmware - Xmodem (Serial) Method

UPDATING THE FIRMWARE - HTTP (WEB) METHOD

Follow these steps to install the firmware upgrade using the HTTP (Web) method. This method is
available through the Web interface only and requires an Ethernet connection to the Web card.

Install the Firmware Upgrade

< z NOTE
Turn off the power management on your PC or laptop before beginning the update to ensure
that communication will not be disrupted during the process.

To update the Liebert IntelliSlot card firmware using the HTTP (Web) method:

1. Open a connection to the Liebert IntelliSlot card (if needed, see instructions in A.2.4 - Open the
Web Interface).

2. Click on the Configure tab, then click on Web (under Firmware Update) in the left panel. The
Connect To box opens for you to enter the username and password.

3. Enter the Administrator username and password (both case-sensitive):
a. User Name (default is Liebert)
b. Password (default is Liebert)
4. Click OK. The Web (HTTP) Firmware Update window opens, as shown at right below.

2| x|

Browse
&
EMERSON
Web (HTTP) Firmware Update
—
Filename: Nams are update file. Click the Browse button to navigate and select a valid
firmue
/ e Note: The maximum length of the entry is 128 characters including spaces and punctuation.
Update Click this button to initiate the firmware update.
/ Fimware:
Filename —— Filename: e ——
Connect To ' T
H | __  —pEEEETE
Update Firmware —

5. Click on the Browse button to locate the upgrade file. This is the file with the extension “.bin”
downloaded in A.3.3 - Download the Firmware Upgrade File to the Computer. Then click
Open to return to the update screen.

6. When ready to begin the update, click the Update Firmware button.

A screen will appear, showing the firmware update progress.

( z NOTE
Do not refresh your browser or open another browser window. Wait until the firmware update
has been completed before opening other applications or using the computer for other tasks.

7. A message appears indicating whether the update was successful.

After the firmware update is completed, the card will reinitialize and you may return to the Liebert
IntelliSlot card’s Web interface.

Check the new firmware version if you wish (see A.3.2 - Determine the Liebert IntelliSlot Card
Type and Firmware Version).
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Updating the Firmware - TFTP (HyperTerminal, Telnet, Web) Method

A.5 UPDATING THE FIRMWARE - TFTP (HYPERTERMINAL, TELNET, WEB) METHOD

Follow these steps to update the firmware using the TFTP method. This method is available through
the terminal emulation, Telnet and Web interfaces with an Ethernet connection to the Web card.

NOTE

This method includes a time-sensitive operation requiring expeditious location of the upgrade
files downloaded in A.3.3 - Download the Firmware Upgrade File to the Computer.
Read through this entire section before beginning the upgrade.

A5.1 [ L) TFTP Method - Terminal Emulation / Telnet Interface

To update the Liebert IntelliSlot card firmware using the TFTP method with a terminal emulation or
Telnet interface:

Open a Connection to the Card

1. Open a terminal emulation or Telnet connection to the Liebert IntelliSlot card (if needed, see
instructions in A.2.2 - Open the Terminal Emulation Interface - TCP/IP Connection or
A.2.3 - Open the Telnet Interface).

2. Choose Firmware Updates from the Main Menu. Firmware Updates Menu

3. Choose TFTP Update from the Firmware Updates menu, 1: TFTP Update
shown at right.

Specify TFTP Server and Upgrade Filename TFTP Update wems

4. The TFTP Update Menu, shown at right, displays the TFTP 171 Address 0.0.0.0
server’s IP address and listening port, along with the name | 2: port 69

of the firmware update file. 3: Filename  uninitialized

: Initiate TFTP Firmware Update
5. Select options as needed and refer to the following guide to
change any settings.

<ESC>: Cancel menu level

Please select a key 7>

Table A4 Firmware update settings - TFTP

Parameter Description
Server The IP address of the TFTP server—for example, 192.168.0.125.
Port Port that the TFTP server is using, typically 69.

Name of the firmware update file—128 characters maximum, including spaces and punctuation.
Filename This is the file with the extension “.bin” downloaded in A.3.3 - Download the Firmware Upgrade
File to the Computer.

6. After making changes, press the Escape key twice to return to the Main Menu.
7. Choose Exit and Save to save your changes and reboot the card.

Reconnect to the Card

8. Connect to the Liebert IntelliSlot card again (if needed, see A.2.3 - Open the Telnet Interface
or A.2.1 - Open the Terminal Emulation Interface - Serial Connection).

9. Choose Firmware Updates from the Main Menu. Firmware Updates Menu

10. Choose TFTP Update from the Firmware Updates menu, 1: TFTP Update
shown at right.
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Updating the Firmware - TFTP (HyperTerminal, Telnet, Web) Method

Begin the Upgrade Erocess TFTP Update menu
11. When ready to begin the update, choose | 7=7---7=--------

ey . 1: 1P Address 192.168.0.125
Initiate TFTP Firmware Update. 2: Port 69
.. 3: Filename  OCWEBCARD_HID3_2.300.0_035780_AppFwupdt.bin
12. Open the TFTP application and start 4: Initiate TFTP Firmware Update ppEVEP

TFTP. Ensure that all settings are ready
to transfer the file, including the
location of the upgrade file. Refer to your
TFEFTP user manual for more details.

13. Return to the terminal emulation/Telnet
screen. At the confirmation message
prompt, enter y (yes) to confirm your

<ESC>: Cancel menu Tevel

Please select a key 7>

A1l Code In Flash will Be Rewritten, Confirm? [y/n]

choice. (To cancel, enter n for no.) TFTP Update initiated
14. A message appears, as shown at right The firmware on this card is currently being updated.

. ’ ’ This operation may take 6 or more minutes depending
showing the progress by percent on network traffic and other factors. The card will be
complete rebooted upon successful completion of the process OR

p : control will be returned to this terminal session upon
15. When the progress screen shows 100% failure so another firmware update attempt can be made.
complete, the card will be rebooted. Firmware update in process... Percent Complete(0%)

Press Enter when this is finished.
16. Press the Escape key to return to the

§ X Main Menu
Main Menu, then choose Exit and | ---------- )
1: system Information
Save. 2: IP Network Settings
3: Messaging
3 4: Factory Settings
The upgrade is now complete. St Firmare Updntas
3 : : g: Quit and abort changes
Check the new firmware version if you %: Exit and save
wish (see A.3.2 - Determine the Liebert Please select a key ?>
IntelliSlot Card Type and Firmware
Version).

A5.2 Q) TFTP Method - Web Interface
To update the Liebert IntelliSlot card firmware using the TFTP method with a Web interface:

Open a Connection to the Card

1. Open a connection to the Liebert IntelliSlot card (if needed, see instructions in A.2.4 - Open the
Web Interface).

2. Click on the Configure tab, then TFTP in the left panel.

Configure
tab

&
EMERSON.

Agent Information:
Data Room UPS

Description
IP address of the TFTP sener.
Port senver s listening on. typically 69.

Name of the firmware update file.

Note: The maximum length of the entry is 128 characters including sp

Edit
By — UpsEts e

I8 Data Room UPS

TFTP = Agent Info S

Port:

Filename: [Uninitalized

P Settings

3. Enter the Administrator username and password (both are case-sensitive):
a. Login (username—default is Liebert)
b. Password (default is Liebert)
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Updating the Firmware - TFTP (HyperTerminal, Telnet, Web) Method

Specify TFTP Server and Upgrade Filename
4. Click the Edit button in the right panel.
5. Select options as needed and refer to the following guide to change any settings.

Table A5 Firmware update settings - Web

Parameter Description
Server The IP address of the TFTP server—for example, 192.168.0.125.
Port Port that the TFTP server is using, typically 69.

Name of the firmware update file—128 characters maximum, including spaces and punctuation.
Filename This is the file with the extension “.bin” downloaded in A.3.3 - Download the Firmware Upgrade
File to the Computer.

6. After making changes, click Save, then click Reinitialize in the left panel to reboot the card.

Configure
tab &
EMERSON
network Powe monitor | control | cenfigure | support
e - Network (TFTP) Firmware Download:
Data Room UPS
Bidg 2. Fl [Parameter [Description
Suppo [Serer IP address of the TFTP serer.
i [Port- Port sewer is listening on. typically 69
Device Status: Filename: [Name of the firmware updats file
Note: The masimum length of the entry is 128 characters including sp
il
(EDA s Save
oy o — Upite Frriare
TFTP L DRI Server:  [192168015

Port: 69

Filename: IOCWEECAPDJ—HDT‘LZ 300.0_035780_AppFwUpdt bin

Reinitialize

Reconnect to the Card

7. Click the Configure tab, then TFTP and enter the username and password (Steps 2 and 3) to
return to the TFTP screen as shown above.

Begin the Upgrade Process

8. Open the TFTP application and start TFTP. Ensure that all settings are ready to transfer the file,
including the location of the upgrade file. Refer to your TFTP user manual for more details.

9. Return to the Web interface.
10. When ready to begin the download, click the Update Firmware button.

&
EMERSON
Network Powe monitor | control | configure | support
e Network (TFTP) Firmware Download:
Data Room UPS

Description
P address of the TFTP sener

Port sever s listening on. typically 69
Name of the firmware update file

Note: The maximum length of the entry is 128 characters including sp

Raset Update
T ——— M Firmware
(]
-

Server:  [192.168.0.15
Port: 69

Filename: IOCWEECARD,H\DS,Z 300.0_035780_AppFwUpdit bin
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A.6

11. During the update, the window displays a progress bar, as shown below left.

NOTE

Do not close the Web browser during this process or the update will abort.

After the firmware update is completed, the card will reinitialize automatically. A reboot mes-
sage, as shown below right, remains until the rebooting is finished.

&
EMERSON

menitor | conbrol | configure

e o Network (TFTP) Firmware Update Status:
UPS

Firmware Update Progress

[l

File Size: 3309740
Bytes Programmed: 659000
Percent Complete: 20%

Device Statu
Load Prot
No Alarm:

Firmware Update
16% Complete

oyt iebert G / T T @

Progress
of update

&
EMERSON.

[& Liebert.

The web card is attempting to reinitialize.

If this message appears for more than 2 minutes, you may need to

restart your browser connection or contact your network
administrator for assistance.

If further assistance is necessary, visit Liebert.com.

Last updated: Tuesday - July 24, 2007 02:37:05pm

[T [T [ [@ntenet

[* 100% «

When the rebooting is complete, the Web browser window returns to the default opening view. The

upgrade is now complete.

/= Emerson Network Power InteliiSlot Web Card - Windows Internet Explorer

@;‘, ~ [&] ntipyy192.165.0.125/

S[42]x] [ooose

| Fle Edit View Favortes Tools Help

W 0 @ Emerson Network Power InteliSlot Web Card | |

&
EMERSON

monitor | control

Summary:

configure

support

Agent Information:
zed

Uninitiall
Uninitiall
192168 0.125

Device Status: Vots:

Load Pre
No Alarr

INPUT
Monitor Categories: vois: 1180V
T GXT
B summary Freq 800  Hz
L e Alarms
BATTERY

Vots: 563 V

Chargs: 100 %
[Time Remaining: #1 min

BYPASS

120 v

Vots:
Amps:

OUTPUT
1201 v
A

22

Active Alarms:

[No Alarms Present

(S

Check the new firmware version if you wish (see A.3.2 - Determine the Liebert IntelliSlot Card

Type and Firmware Version).

UPDATING THE FIRMWARE - XMODEM (SERIAL) METHOD

Follow these steps to update the firmware using the Xmodem (serial) method. This method works
through the Web card’s serial port, employing terminal emulation software, such as HyperTerminal.

NOTE

This method includes a time-sensitive operation requiring expeditious location of the upgrade
files downloaded in A.3.3 - Download the Firmware Upgrade File to the Computer.
Read through this entire section before beginning the upgrade.
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Updating the Firmware - Xmodem (Serial) Method

Connect a Cable to the Serial Ports

1. Connect one end of a DB-9 null modem or file transfer cable to the Web card’s serial port and the
other to the computer’s serial port. The correct cable will have at a minimum, Pins 2 and 3 crossed
at the ends, as shown in Figure Al.

Figure A1 Null connection

DTE Device DTE Device
Receive Rx (Pin 2) < \ Receive Rx (Pin 2)
Transmit Tx (Pin 3) P Transmit Tx (Pin 3)

Open a Terminal Emulation Connection _
. . ) . Firmware Updates Menu
2. Open a connection to the Liebert IntelliSlot card (if PR U
needed, see instructions in A.2.1 - Open the Terminal |3: ’é“é?'SE“Jpggtgte
Emulation Interface - Serial Connection). = T re—Es
. . irmware Update ep
3. Choose Firmware Updates from the Main Menu. | ----————--fo— 22222210

4. Choose XMODEM Update from the Firmware Updates | 5¢1ect Firmare Update Protocol

menu, seen at right, and enter y (yes) to confirm your 3ZL ;‘(mgggmg;c
choice. x: Exit/Cancel

. ?
5. Choose Xmodem1K from the Select Firmware Update Please select a key 7> )
Prot 1 h t right Current Communications Rate is 9600 bps.
rotocol, as snown at rignt.

Change the Baud Rate to 115200
6. Choose 115200 bps from the menu, shown below left.

7. From the HyperTerminal menu, click on Call, then choose Disconnect (this will not close the
HyperTerminal connection to the card).

8. In the HyperTerminal menu bar, click on File, then choose Properties.

9. Click on the Connect To tab and click the Configure button. This opens Port Settings tab in the
COM1 Properties window, as shown below right.

10. Choose 115200 from the Bits Per Second drop-down list and click OK, then click OK to close the
Properties window.

11. In the HyperTerminal menu bar, click on Call, then choose Call from the drop-down menu and
press the Enter key.

115200 bpS Call menu com1connexion Properties
Comnect To | Settings
& ‘
COM1 Properties

Countiyragio: Port Gettings

Enter the area code without the long-distance prefiz
Current Communications Rate is 9600 bps. e

[Gaicore: Bit: d | 116200

Press a number to Change Communications Rate. o =

Phone number.
A Datatits

: = . !
3: 38400 bps Conrpesa | cov1 i - 115200 bps
4 57600 bps RESR ;
5: 115200 bps - Py LT
Enter: Accept/Start Firmware Update
Tnstructions to Change Communications Rate: Stopbi: 57600
= Select New Communications Rate. a2
- Disconnect Terminal Window, ]
- Change Terminal Communications Rate to Match New Rate. Flow contet | Sy
- fecomnect Terminal indon. =
0K (=)
Pleasg select a_key_>
Changing Communications Rate to 115200 bps. 1 &
- .| Configure
ctors button
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Updating the Firmware - Xmodem (Serial) Method

Download the First Firmware Update File
12. After changing the communication rate to 115200 bps, press Enter to resume the firmware

update.

After you press Enter, HyperTerminal displays Cs as it counts down the time remaining to locate
and begin transferring the upgrade files.

NOTE

R

After you begin the initialization process in Step 12, you must complete Steps 13 through 15

within 60 seconds. Before beginning, check to ensure that you know the location of the
firmware files and read through the following steps to understand what needs to be done.

This 60-second limit also applies to downloading the second and third upgrade files.

13. In the HyperTerminal menu, click on Transfer, then Send File.

@

0=

3 0B

Browse to locate
upgrade file

<

Connected fi01:55

Press a number to Change Communications Rate.

1: 9608 bps
2: 19200 bps
3: 38400 bps —
4: 57600 bps |JSend il
5: 115200 bp:
Enter:

Acce

Instructions
- Select New
- Disconnect
- Change Teri
- Reconnect
- Press Entel

Protocal
1K Xmadem

Please select
Changing Commul

Zmodem with Crash Recdyer

Press Enter to Start Firmware Ypdate.
CCCC.

ANSTH. 115200 8-M-1 HUM

Press Enter to start

Choose
firmware update

1K Xmodem

Select File to Send
Laokin: | £ DCJUEBCARD_HID3_2 vl © 2 = E-
Y = ofPEBCARD_HID3_.300.0_035780_appFwlpdt.bin
<] = GCWEBCARD_HID3 2.300.0_035760 FILEL.<13.
My Recent @OCWEEC#RD,HIDﬁ,Z.JUU‘U7U357EU,FILEZ‘5]9
EEEEEE ts @Q(WEBC#RD,H[DB,Z.BDD‘ELEIBE?ED,FILES‘SIQ
OCWEBCARD_HID3_2.300.0_035780_Us+.exa
Desktop
My Documents
'_ng
My Computer
Q) Fenn OCWEBCARD_HID3_2.300.0_03570_ FILE1 519 [
=
My Nelwark | Files of type: Al Fies [+) v

1K Xmodem file send for com1connexion

Sending: | E:\0 LishenServer03\ntelisiotFimwareLipdate\0CWEBCARD_HID3_2\

Packet 301 Ertor checking: | CAC
Retriss: a Total retries: 0

Last eror,

Fie: [ 296K of 350K

00:01:00 Fiemaining:  00:00:10

\

Elapsed: Throughput: 5085 cps

\ \

Progress ..and
window remaining
shows time

elapsed time...

14. Click the Browse button to locate an upgrade file. Select the files in order—the filename ending
in FILE1 for the first download, then FILE2, and finally FILE3—then click Open.

15. In the Send File window, choose 1K Xmodem from the Protocol drop-down list and click Send.

A progress window opens, showing the elapsed time and amount of time remaining for the first
file to be downloaded to the Liebert IntelliSlot card. The window closes after the first file is down-

loaded.

q NOTE

Download the Second and Third Firmware Update Files

16.

When the progress window closes, enter y (yes) in

Do not press any keys while the progress window remains open or the download will abort.

would You Like to Continue (Y or N)?

17.
18.
19.

20.

21.

HyperTerminal to continue the upgrade.

Choose Xmodem1K in the Select Firmware Update
Protocol menu.

The screen shows that the communication rate is
115200. This does not need to be changed.

Press Enter to continue.

Repeat Steps 12 through 15 within the 60-second
limit to browse to the second upgrade file and
download it to the Liebert IntelliSlot card.

Wait for the Progress window to close after the
second file is downloaded.

Then repeat Steps 16 through 20 to download the
third upgrade file. This file is the largest and may
take 30 minutes or longer to download.

Firmware Update (Step 2/3)

1: XmodemCrc

2: Xmodemlk

x: Exit/Cancel

Please select a key ?>

Current Communications Rate is 115200 bps.
Press a number to Change Communications Rate.

1: 9600 bps

: 19200 bps

: 38400 bps

: 57600 bps

: 115200 bps

Enter: Accept/Start Firmware Update
Please select a key >

Press Enter to Start Firmware Update.

vihWwWN
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Updating the Firmware - Xmodem (Serial) Method

Complete the Upgrade and Restore Communication Rate

22.
23.

24.
25.

26.

27.
28.

Choose 9600 bps from the menu, shown below left.
From the HyperTerminal menu, click on Call, then choose Disconnect (this will not close the

HyperTerminal connection to the card).

COM1 Properties window, as shown below right.

Properties window.

Press the Enter key.

Call menu

In the HyperTerminal menu bar, click on File, then choose Properties.
Click on the Connect To tab and click the Configure button. This opens Port Settings tab in the

Choose 9600 from the Bits Per Second drop-down list and click OK, then click OK to close the

In the HyperTerminal menu bar, click on Call, then choose Call from the drop-down menu.

@ com1connexiol

PerTerminal

i

e Edt Vew Cal Transter telp

D@ 53 DB &

- Disconnect Terminal Window,

- Change Terminal Communications Rate to Match New Rate.
- Reconnect Terminal Window.

- Press Enter.

Please select a key >

EEESS Enter to Start Firmware Update.

Firmware Checksum is correct.

Resetting. ..

Please change Terminal Communications Rate to 9600 bps.
Instructions to Change Terminal Communications Rate:

- Disconnect Terminal Window,

- Change Terminal Communications Rate to 9600.

- Reconnect Terminal Window.

(Connected D:44:47

Autodetect 115200841 M

29. Choose Exit and Save from the Main Menu to reboot the card.

Check the new firmware version if you wish (see A.3.2 - Determine
the Liebert IntelliSlot Card Type and Firmware Version).

com1connexion Properties
Cannect Ta | Gettings
&
COM1 Properties
Countiyfregion Fort Settings
Enter the area code without the long-distance prefs
iea code Bits per secand: 9600 v
Phone number
Datatits g "
Connect using: | COM1 v ~ 9600 bpS
Stoptits 1 v
Flow cantral | None v
(=
| |
Configure o) [ e ) [
button
Main Menu

When rebooting is complete, the upgrade is finished.

1: Ssystem Information
2: IP Network Settings
3: Messaging

4: Factory Settings

5: Firmware Updates

: Quit and abort changes
: Exit and save

X Qo

Please select a key 7> 5
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Notes
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